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-

LOI MO DAU

Wireless Lan 1a mot trong nhiing cong
nghé truyén thong khong day dugc ap dung cho
mang cuc bd. Su ra doi cua nod khéc phuc
nhimg han ché ma mang ndi day khong thé giai
quyét dugc, va 1a giai phap cho xu thé phat
trién cta cong nghé truyén thong hién dai. Noi
nhu vay dé thay dugc nhitng loi ich to 16n ma
Wireless Lan mang lai, tuy nhién né khong
phai 12 giai phap thay thé toan bo cho cac mang
Lan ndi day truyén thong.

Dya trén chuan IEEE 802.11 mang
WLan di di dén sy thong nhit va trd thanh
mang cong nghiép, tor do dugc 4p dung trong
rat nhidu linh vuc, tir linh vuc chim soc stc
khoe, ban 1¢é, san xuit, luu kho, dén céc trudong
dai hoc. Ngay nay, mang WLAN dang duoc
don nhan rong rai nhu mot két nbi da nang tur
cac doanh nghiép. Loi tirc cua thi truong mang
WLAN ngay cang tang. Vi vay, nhom ching
em d3 chon dé tai tim hiéu cong nghé Wirelesss
LAN.

Chung em xin chan thanh cam on cac
thay c6 di tao diéu kién cho ching em va di

nhiét tinh chi bao cho chung em, ching em xin

/ chan thanh cam on. /
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CHUONG I

GIOI THIEU VE MANG WLAN

Mang WLAN la mdt hé¢ théng thong tin lién lac dir li¢u linh hoat duoc thuc
hién nhu phén mo rong, hodc thay thé cho mang LAN hitu tuyén trong nha hodc
trong cac co quan. St dung song dién tir, mang WLAN truyén va nhan dir liéu qua
khoang khéng, t6i gian nhu cau cho cac két ndi hitu tuyén. Nhu vay, mang WLAN
két ndi dir liéu véi ngudi dung luu dong, va thong qua cau hinh duoc don gian hoa,
cho phép mang LAN di dong.

Céac nam qua, mang WLAN duogc phé bién manh mé trong nhiéu linh vuc, tir
linh vuc cham séc stc khoe, ban 1é, san xuét, luu kho, dén cac truong dai hoc.
Nganh cong nghiép nay di kiém loi tir viée sir dung cac thiét bj dau cudi va cac may
tinh notebook dé truyén thong tin thoi gian thuc dén cac trung tam tip trung dé xu
ly. Ngay nay, mang WLAN dang duoc dén nhan rong rai nhu mot két néi da nang
tr cac doanh nghi¢p. Loi tirc cua thi truong mang WLAN ngay cang tang.

1.1 Cac vng dung cua Mang WLAN:

Mang WLAN la k¥ thuat thay the cho mang LAN hitu tuyén, n6 cung cap
mang cubi cung voi khoang cach két ndi tdi thiu gitta mot mang xuong séng va
mang trong nha hodc nguodi dung di dong trong cac co quan. Sau day la cac ung
dung phé bién cia WLAN thong qua sttc manh va tinh linh hoat cia mang WLAN:

% Trong cac bénh vién, cac bac sy va cac hd 1y trao doi thong tin vé bénh nhan
mot cach tirc thoi, hi€u qua hon nho cac may tinh notebook st dung cong nghé
mang WLAN.

® (Cac d6i kiém toan tu van hodc ké toan hodc cac nhom lam viéc nho ting
nang suat voi kha nang cai dat mang nhanh.

5 Nha quan 1y mang trong cac méi truong ning dong tdi thiéu hoa téng phi di
lai, bd sung, va thay doi véi mang WLAN, do d6 giam bot gid thanh s¢ hitu
mang LAN.

® (Cac co so dao tao cua cac cong ty va cac sinh vién ¢ cac truong dai hoc st
dung két ndi khong day dé dé dang truy cap thong tin, trao doi thong tin, va
nghién curu.
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5 (Cac nha quan 1y mang nhén thiy ring mang WLAN 14 giai phap co sé ha
tang mang loi nhat dé lap dat cac mdy tinh ndi mang trong cac toa nha cil.

® Nha quan 1y cua cac ctra hang ban 1¢ sir dung mang khong day dé don gian
hoéa viéc tai dinh cAu hinh mang thudng xuyén.

® Céc nhan vién van phong chi nhanh va trién 1dm thu:ong mai toi gian cac yeu
cau cai dit bang cach thiét dit mang WLAN c6 dinh cdu hinh trude khong can
cac nha quan 1y mang dia phuong hd tro.

¥ (Cac cong nhan tai kho hang sir dung mang WLAN dé trao d6i thong tin dén
co s dit liéu trung tAm va ting thém ning sut cua ho.

5 (Cac nha quan 1y mang thuc hién mang WLAN dé cung cip dy phong cho cac
mg dung trong yéu dang hoat dong trén cac mang noi day.

¥ (Cac dai ly dich vu cho thué xe va cac nhan vién nha hang cung cap dich vu
nhanh hon té1 khach hang trong thoi gian thuc.

¥ (Cac can bo cap cao trong cac phong hdi nghi cho cac quyét dinh nhanh hon
vi ho sir dung thong tin thoi gian thuc ngay tai ban hdi nghi.

1.2 Cac loi ich cia mang WLAN:

Do tin tudng cao trong ndi mang cia cic doanh nghiép va sy ting trudng

manh mé€ cia mang Internet va cac dich vu truc tuyén la b::ing chirng manh mé dbi
voi 1o ich cua dit ligu va tai nguyén dung chung. Vi mang WLAN, nguoi dung
truy cap thong tin ding chung ma khong tim kiém chd dé cim vao, va cac nha quan
ly mang thiét 1ap hodc bd sung mang ma khong lip dit hoic di chuyén day ndi.
Mang WLAN cung cip cac hiéu suat sau: kha ning phuc vu, tién nghi, va cac loi
thé vé chi phi hon han cic mang ndi day truyén thong.

Kha nang lwu dpng cdi thién higu sudt va dich vu: Cac hé théng mang
WLAN cung cip su truy cdp thong tin thoi gian thuc tai bat ctr dau cho
nguoi diing mang trong to chirc ciia ho. Kha nang lwu dong nay hd trg cac co
hoi vé hiéu suét va dich vu ma mang ndi day khong thé thuc hién duoc.

Don giin va téc dp nhanh trong cai dat: Cai dit hé thong mang WLAN
nhanh va d& dang va loai trir nhu cau kéo diy qua cic tuong va cac trin nha.

Linh hoat trong cai dat: Cong nghé khong day cho phép mang di dén cac
noi ma mang néi day khong thé.

Gidm bot gid thanh sé hitu: Trong khi dau tu ban dau cua phan cing can
cho mang WLAN c6 gia thanh cao hon cac chi phi phan cimg mang LAN
hitu tuyén, nhung chi phi cai dit toan bo va gia thanh tinh theo tudi tho thap
hon dang ké. Céc loi ich vé gia thanh tinh theo tudi tho 1a dang ké trong méi
truong nang dong yéu cau thuong xuyén di chuyén, bo sung, va thay doi.
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e Tinh linh hoat: Cic hé théng mang WLAN duoc dinh hinh theo cac kiéu
topo khac nhau dé dap ung cac nhu cau cia cic tng dung va cic cai dit cu
thé. Cau hinh mang dé thay ddi tir cac mang doc 1ap phu hop voi sé nho
ngudi ding dén cac mang co so ha ting voi hang nghin ngudi st dung trong

mdt vung rong 1on.

 Khd nang vé hwéng: cic mang may tinh khong day co6 thé dugc cau hinh
theo cac topo khac nhau dé dap ting cic nhu cau ing dung va lap dat cu thé.
Céc cau hinh d& dang thay doi tir cic mang ngang hang thich hop cho mét sd
lwrong nho nguoi st dung dén cac mang cd co so ha ting day du danh cho
hang nghin nguoi sir dung ma c6 kha ning di chuyén trén mot ving rong.

1.3 Bang so sanh wu va nhwoc diem gitta mang khong day va co day:

1. Pham vi &rng dung

Mang c6 day

Mang khong day

- C6 thé tmg dung trong tit ca cac mo

hinh mang nhé, trung binh, 16n, rat 16n

- Gap kho khan & nhitng noi xa x0i, dia
hinh phtre tap, nhitng noi khong 6n dinh,
kho kéo day, dudng truyén

- Chu yéu 1a trong mé hinh mang nho va
trung binh, v&1 nhiing md hinh 16n phai
két hop voi mang co day

- C6 thé trién khai & nhiing noi khong
thuan tién vé dja hinh, khong 6n dinh,

khong trién khai mang c6 day duoc

2. Do phire tap ky thuat

Mang c6 day

Mang khong day

- Do phtc tap ky thuat tuy thudc tung

loai mang cu thé

- B phtc tap k¥ thuat tuy thudc tung
loai mang cu thé

- Xu huéng tao kha ning thiét 1ap cac
thong sb truyén séng vo tuyén cia thiét

bi ngay cang don gidn hon

3. D¢ tin cay

Mang c6 day

Mang khong day

- Kha nang chiu anh huong khach quan

bén ngoai nhu thoi tiét, khi hiu tdt

- Chiu nhiéu cudc tin cong da dang,

- Bi anh huong bdi cac yéu td bén ngoai
nhu modi truong truyén soéng, can nhicu
do thoi tiét

- Chiu nhi€u cudc tan cong da dang,
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phtc tap, nguy hiém cua nhimg ké pha

hoai vo tinh va co tinh

- {t nguy co anh hudng strc khoe

phtc tap, nguy hiém cua nhitng ké pha
hoai v6 tinh va cd tinh, nguy co cao hon
mang co day

- Con dang tiép tuc phan tich vé kha

nang anh hudng dén strc khde

4. Lap dit, trién khai

Mang c6 day

Mang khong day

- Lap dat, trién khai tén nhiéu thoi gian

va chi phi

- Lap dit, trién khai d& dang, don gian,
nhanh chong

5. Tinh linh hoat, kha ning thay doi, phat trién

Mang c6 day

Mang khong day

- Vi 1a hé thong két ndi c6 dinh nén tinh
linh hoat kém, kho thay doi, nang cap,
phat trién

- Vi 1a hé thong két ndi di dong nén rat
linh hoat, d& dang thay d6i, nang cép,
phat trién

6. Gia ca

Mang c6 day

Mang khong day

- Gid ca tuy thudc vao timg md hinh

mang cu thé

- Thuong thi gia thanh thiét bi cao hon
so v&i cua mang co6 day. Nhung xu
hudng hién nay la cang ngay cang giam

su chénh 1éch vé giad
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CHUONG II

NGUYEN TAC HOAT PONG CUA WLAN

2.1 Cach lam viéc ciia mang WLAN:

Mang WLAN str dung song dién tir (v tuyén va tia hong ngoai) dé truyén
thong tin tir diém nay sang diém khac ma khong dua vao bat ky két ndi vat 1y nao.
Céc song vo tuyén thuong 1a cic song mang vo tuyén boi vi chiing thuc hién chic
nang phan phat ning luong don gian téi may thu & xa. Dir liéu truyén dugc chong
lén trén song mang vo tuyén dé né duoc nhan lai ding & may thu. Do 1a su diéu
bién séng mang theo thong tin dugc truyén. Mot khi dit liéu dugc chdng (duge didu
ché) 1én trén séng mang vo tuyén, thi tin hiéu vo tuyén chiém nhiéu hon mot tan sb
don, vi tan sd hoac toc do truyén theo bit cua thong tin bién diéu duogc thém vao
song mang.

Nhiéu séng mang v6 tuyén ton tai trong cing khong gian tai ciing mot thoi
diém ma khong nhiu voi nhau néu chung duoc truyén trén cac tan sé vo tuyén khac
nhau. Dé nhan dit liéu, may thu vo tuyén bat song (hoac chon) mot tan sd vo tuyén
xac dinh trong khi loai bo tat ca cac tin hiéu vo tuyén khac trén cac tan sb khac.

Trong mot cAu hinh mang WLAN tiéu biéu, mot thiét bi thu phat, dugc goi
mot diém truy cap (AP - access point), ndi téi mang ndi day tir mot vi tri cd dinh st
dung cap Ethernet chuan. Piém truy cip (access point) nhan, luu vao bd nhé dém,
va truyén dir liéu gitra mang WLAN va co sé ha tang mang ndi day. Mot diém truy
cap don hd tro mot nhom nhé ngudi sit dung va van hanh bén trong mot pham vi
vai mét téi vai chuc mét. Piém truy cép (hodc anten dugc gin téi nd) thong thuong
dugc gan trén cao nhung thyuc té dugc gan bat cir noi ddu mién 1a khoang vo tuyén
can thu duoc.

Céc ngudi dung dau cudi truy cdp mang WLAN thong qua cac card giao tiép
mang WLAN, ma dugc thuc hién nhu cac card PC trong cdc may tinh notebook,
hoic str dung card giao tiép ISA hoic PCI trong cdc may tinh dé ban, hodc cac thiét
bi tich hop hoan toan bén trong cac mdy tinh cAm tay. Cac card giao tiép mang
WLAN cung cap mét giao dién giira hé diéu hanh mang (NOS) va song troi (qua
mot anten). Ban chat ctia két ndi khong day 1a trong sudt vi NOS.

2.2 Cic ciu hinh mang WLAN:
Mang WLAN don gian hodc phirc tap. Co ban nhat, hai PC duoc trang bi cac
card giao tiép khong day thiét 1ap mot mang doc 1ap bat cir khi ndo ma chung nim
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trong pham vi cia nhau. N6 dugc goi 12 mang ngang hang. Cadc mang nay khong
yéu cau sy quan tri hodc sy dinh cau hinh trudc. Trong trudng hop nay mdi khach
hang chi truy cép tdi tai nguyén cua khach hang khéac va khong thong qua mot nha

phuc vu trung tam.

Hinh 2.1. Mot mang ngang hang khong day

Viéc thiét 1ap mat diém truy cdp md rong pham vi cuia mdt mang, pham vi
céc thiét bi lién lac duoc mo rong gép doi. Khi diém truy cap duoc ndi toi mang ndi
day, mdi khach hang s& truy cap toi cc tai nguyén phuc vu ciing nhu téi cac khach
hang khac. Mdi diém truy cap diéu tiét nhiéu khach hang, s6 khach hang cu thé phu
thudc vao sd lugng va dac tinh truyén. Nhiéu ung dung thuc té v&i mot diém truy
cap phuc vu tir 15 dén 50 thiét bi khach hang.

Hinh 2.2. Khdch hang va diém truy nhdp

Céc diém truy cdp c6 mot pham vi hitu han, 152,4m trong nha va 304,8m
ngoai troi. Trong pham vi rat 16n hon nhu kho hang, hodc khu vuc co quan can thiét
phai lap dat nhiéu diém truy cap hon. Viéc xac dinh vi tri diém truy dya trén ph-
wong phap khao sat vi tri. Muc dich s& phu 1én ving phii séng bang cac cell phu
song chong 1ap nhau dé cac khach hang di chuyén khip ving ma khong mét lién lac
mang. Kha ning cac khach hang di chuyén khong ghép nbi giira mot cum cua cac
diém truy cap duoc goi roaming. Cac diém truy cap chuyén khach hang tir site nay
dén site khac mot cach tu dong ma khach hang khong hay biét, bao dam cho két ndi
lién tuc.
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e
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i

Hinh 2.3. Nhiéu diém truy cdp va Roaming

=

bé giai quyét cac van dé dic biét vé topology, nha thiét ké mang chon cach
st dung cac diém mo rong (Extension Point - EP) dé 1am ting cac diém truy cép cua
mang. Cach nhin va chirc ning ciia cac diém mo rong gidng nhu cac diém truy cp,
nhung chung khong duoc ndi day téi mang ndi ddy nhu 1a cac AP. Chirc ning cua
EP nhim mo rong pham vi ciia mang bang cach lam tré tin hiéu tir mot khach hang
dén mot AP hodc EP khac. Cac EP duoc ndi tiép nhau dé truyén tin tr mot AP dén
cac khach hang rong khap, nhu mot doan ngudi chuyén nude tir ngudi nay dén ng-
uoi khac dén mot dam chay.

.

_— |
SN N
&

Hinh 2.4. Cdch sir dung ciia mét diém mé réng (EP)

Thiét bi mang WLAN cubi cing cAn xem xét 13 anten dinh hudng. Gia st ¢6
mot mang WLAN trong toa nha A cua ban, va ban mudn mé rong no tdi mot toa
nha cho thué B, cach d6 1,609 km. Mot giai phap 1a s& lap dat mot anten dinh hudng
trén moi toa nha, cac anten hudng vé nhau. Anten tai tda nha A duge ndi téi mang
nbi diy qua mot diém truy cip. Twong tu, anten tai tda nha B dugc ndi t6i mot diém
truy cdp trong toa nha dé, ma cho phép két néi mang WLAN thuan tién nhat.

-

Hinh 2.5. Cach su dung anten dinh huong
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2.2.1 Mang WLAN doc ldp (mang ngang hang):

Céu hinh mang WLAN don gian nhét 1a mang WLAN doc lap (hoic ngang
hang) ndi cac PC véi cac card giao tiép khong day. Bat ky lic nao, khi hai hodc hon
card giao tiép khong ddy nam trong pham vi cia nhau, chung thiét 14p mot mang
doc lap (hinh 2.6). O day, cac mang nay khong yéu cau su quan tri hoac sy dinh cdu
hinh trudce.

=

A
X X

Y \

2.

Hinh 2.6. Mang WLAN doc lap Hinh 2.7. Mang WLAN doc lap pham

vi dwoc mo rong su dung diéem truy

cdp nhir mét b chuyén tiép

Céac diém truy cap mo rong pham vi cua mang WLAN doc lap béng cach
dong vai trd nhu 1a mot bo chuyén tiép (hinh 2.7), ¢6 hiéu qua gip d6i khoang cach
gitra cac PC khong day.

2.2.2. Mang WLAN co sé hg tang (infrastructure):

Trong mang WLAN co so ha ting, nhiéu diém truy cap lién két mang
WLAN véi mang ndi day va cho phép cic ngudi dung chia sé cic tai nguyén mang
mot cach hidu qua. Cac diém truy cap khong cac cung cp cac truyén thong voi
mang nbi diy ma con chuyén tiép luu thong mang khong day trong khu 1an can mot
cach tic thoi. Nhiéu diém truy cap cung cip pham vi khong diy cho toan bd toa nha
hoac khu vuc co quan.
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Hinh 2.8. Mang WLAN Co sé ha tang
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2.2.3 Microcells va roaming:

Thong tin vo tuyén bi giéi han bdi tin hiéu séng mang di bao xa khi cong
suét ra di cho trudc. Mang WLAN st dung céc cell, goi 1a cac microcell, twong tu
hé théng dién thoai té bao dé mo rong pham vi cia két ndi khong day. Tai bét ky
diém truy cdp nao trong cung lic, mdt PC di dong dugc trang bi voi mot card giao
tiép mang WLAN duoc lién két v6i mot diém truy cap don va microcell cua nd,
hodc ving phu song. Cac microcell riéng 1¢ chong 1ap dé cho phép truyén thong lién
tuc bén trong mang ndi day. Chiing xr 1y cac tin hiéu cong suét thap va khong cho
nguoi dung truy cdp khi ho di qua mot vung dia 1y cho trude.

Hinh 2.9. Handing off giita cdc diém truy cdp
2.3 Cac tuy chon cong nghé:

Céc nha san xuat mang WLAN chon nhiéu cong nghé mang khac nhau khi
thiét ké giai phap mang WLAN. Mdi cong nghé c6 cac thuan 1oi va han ché riéng.

2.3.1 Trdi pho

Pa s6 cac hé thong mang WLAN st dung cong nghé trai pho, mot ki thuat
tan s6 vo tuyén bing rong ma trude ddy duoc phat trién boi quan doi trong cac hé
théng truyén thong tin cdy, an toan, trong yéu. Su trai phé dugc thiét ké hiéu qua
v6i sy danh doi dai thong lay do tin cdy, kha ning tich hop, va bao mat. Néi cach
khac, str dung nhiéu biang thong hon trudng hop truyén biang hep, nhung dbi lai tao
ra tin hiéu manh hon nén dé duoc phat hién hon, mién 1a may thu biét cac tham s
clia tin hiéu trai phd cia may phat. Néu mot may thu khong chinh dung tan s, thi
tin hiéu trai phd gidng nhu nhidu nén. C6 hai kiéu trai pho truyén di bang v6 tuyén:
nhay tan va chudi truc tiép.

2.3.2 Céong nghé trii pho nhdy tin (Frequency Hopping pread Spectrum)

Trai pho nhay tan (FHSS) sir dung mét song mang bang hep dé thay doi tan
sd trong mot miu & ca may phat 1an may thu. Pugc dong bd chinh Xac hiéu ung
mang sé& duy tri mot kénh logic don. Péi véi may thu khong mong mudn, FHSS 1am
xudt hién cac nhidu xung chu ky ngan.
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Time
Hinh 2.10. Trdi phé nhay tan

FHSS “nhay” tan tir bing hep sang bang hep bén trong mdt bang rong. Pic
biét hon, cac soéng vo tuyén FHSS gui mdt hoac nhiéu g61 dir liéu tai mat tan s6
song mang, nhay dén tan sb khac, gtri nhiéu géi dir liéu, va tiép tuc chudi “nhay -
truyén” dit liéu nay. MAu nhay hay chudi nay xuat hién ngau nhién, nhung that ra 1a
mot chudi cé tinh chu ky duoc ca may thu va may phat theo ddi. Cac hé thong
FHSS dé bi anh hudng ctia nhiéu trong khi nhay tan, nhung hoan thanh viéc truyén
dan trong cic qua trinh nhay tan khéac trong bang tan.

"one” data bit
—

“rero” data bit

10-chip code—
wiord for each
“one” data hit

same chip code—s
wiord but inverted
for “zero” data hit

Hinh 2.11. Trai phé chudi truc tiép

2.3.3 Cong nghé trdi phé chudi truc tiép (Direct Sequence Spread Spectrum)

Trai phd chudi truc tiép (DSSS) tao ra mot mau bit du cho mdi bit dugc
truyén. Mau bit ndy dugc goi mot chip (hoic chipping code). Cac chip cang dai, thi
xéac suat ma dit liéu gdc bi loai bé cang 16n (va tat nhién, yéu cau nhiéu dai thong).
Tham chi khi mot hodc nhiéu bit trong mot chip bi hu hai trong thoi gian truyén, thi
cac ky thuat dugc nhing trong vo tuyén khoi phuc dit li¢u géc ma khong yéu cau
truyén lai. Dbi vai may thu khong mong mubn, DSSS 1am xuit hién nhiéu bang
rong cong suit thép va duoc loai bo boi hau hét cac may thu bang hep.

Bo phat DSSS bién d6i ludng dit liéu vao (ludng bit) thanh ludng symbol,
trong d6 mdi symbol biéu dién mot nhom cac bit. Bang cach str dung k¥ thuat diéu
bién pha thay ddi nhu ky thuat QPSK (khoa dich pha ciu phuong), bo phat DSSS

SVTH: Nguyén Vian Hung — Bui Xuan My Trang 14



Tim hiéu vé Wireless LAN & Thiét ké mé hinh mang GVHD: Nguyén Tran Tuén Anh

diéu bién hay nhan mdi symbol véi mot ma gidng nhidu goi 1a chudi gia ngiu nhién
(PN). N6 duoc goi 1a chudi “chip”. Phép nhan trong bo phat DSSS lam ting gia tao
dai bang duoc dung phu thudc vao do dai ctia chudi chip.

2.3.4 Cong nghé bang hep (narrowband)

Mot hé théng vo tuyén biang hep truyén va nhan thong tin ngudi dung trén
mot tin s6 vO tuyén xac dinh. V6 tuyén bang hep giit cho dai tan tin hiéu vo tuyén
cang hep cang tot chi cho thong tin di qua. Sy xuyén am khong mong muén giira
cac kénh truyén théng dugc tranh bang cach két hop hop 1y cac ngudi dung khac
nhau trén cac kénh co tan s6 khac nhau.

Mot duong day dién thoai riéng rat gibng véi mot tan sd vo tuyén. Khi mdi
nha l4n cin nhau déu c6 dudng diy dién thoai riéng, nguoi trong nha nay khong thé
nghe cac cudc goi trong nha khac. Trong mot hé théng vo tuyén, sir dung cac tan sd
vO tuyén riéng biét dé hop nhét sy riéng tu va sy khong can thiép 1an nhau. Céac bod
loc ctia méy thu vo tuyén loc bo tat ca cac tin hiéu vo tuyén trir cac tin hiu c6 tin
sb dugc thiét ké.

2.3.5 Cong nghé hong ngogi ( Infrared )

Hé thong tia hong ngoai (IR) sir dung cac tan so rat cao, chi dudi tan s6 cta
anh sang kha kién trong phd dién tir, #& mang dit liéu. Gidng nhu 4nh sang, tia hong
ngoai IR khong thé tham nhap cac d6i twong chin sang; né sir dung cong nghé truc
tiép (tim nhin thang) hoic cong nghé khuéch tan. Cac hé thong truc tiép ré tién
cung cap pham vi rat han ché (0,914m) va tiéu biéu duoc stt dung cho mang PAN
nhung thinh thodng dugc sit dung trong cac ung dung WLAN dac bi¢t. Cong nghé
hong ngoai huéng kha ning thuc hién cao khong thuc té cho cic nguoi dung di
dong, va do d6 n6 duoc st dung dé thuc hién céac mang con ¢ dinh. Céc hé théng
IR WLAN khuéch tan khong yéu cAu tdm nhin théng, nhung cac cell bi han ché
trong cac phong riéng lé.

2.4 Cac chi tiéu ky thuat ciia mang WLAN:

So véi mang LAN hitu tuyén, mang WLAN linh hoat hon trong cai dat, dinh
cau hinh va ty do vén c6 trong mang luu dong. Cac khach hang mang WLAN ciing
nhu cac nhan vién k¥ thuat cdn xem xét cac chi tiéu k¥ thuat sau.

2.4.1 Pham vi/Vung phu song

Khoang cach ma qua do6 cac song RF truyén thong 1a mot nhiém vu cua viéc
thiét ké san pham (bao gdm thiét ké mdy thu va cong suat phat) va dudng truyén
dan mang LAN, dic biét trong mdi trudng trong nha. Céc twong tac véi cac doi
tuong xay dung ti€u biéu, bao g6m tuong nha, kim loai, va thdm chi ca con nguoi,
anh huong dén cach truyén ning luong, va nhu vay tinh dugce pham vi va ving phu
song cua hé thong. Pa sb cac hé thong mang WLAN sir dung song RF vi cac song
v6 tuyén tham nhap qua tudng va cac bé mit trong nha. Pham vi (hodc ban kinh phu
song) tiéu biéu cua hé théng mang WLAN thay d6i tir dudi 30,48m t6i hon 152.4m.
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Vung phu song dugc mo rong, va su tu do dich thuc ctia kha nang luu dong thong
qua roaming, dugc cung cip qua cic microcell.
2.4.2 Luu lwong

Nhu cic hé théng mang LAN hitu tuyén, luu lugng thyc té trong mang
WLAN 14 san phdm va co cdu phu thudc. Cc nhan t6 anh huodng téi luu lugng bao
gdm su tic nghén song (s6 lwong ngudi dung), cac hé sd truyén, kiéu hé thong
mang WLAN str dung, ciing nhu goc tré va cic co chai trén cic phan nbi day cua
mang WLAN. Téc do dir liéu tiéu biéu tir 1 dén 11 Mbps.

Mang WLAN cung cép luu lugng du cho cac tng dung van phong phd bién
trén nén mang LAN, bao gém su trao ddi email, truy cap dé chia sé thiét bi ngoai vi,
va cac truy cap t6i co so dit lidu va cac tng dung nhiéu nguoi dung.
2.4.3 Sw toan ven va dj tin cdy

Céc cong nghé¢ dir liéu khong day da dugc chung minh qua hon ndm muoi
nam st dung cic ung dung khong diy trong cac hé thong ca thwong mai 13n quan
d6i. Nhidu v tuyén gay ra sy giam sat luu luong, nhung chung hiém c6 tai noi lam
viéc. Cac thiét ké ndi bat ciia cong nghé mang WLAN va gii han khoang cach tin
hiéu truyén dan tai cac két ndi cua mang nay manh hon céc két ndi dién thoai té
bao, va mang cung cép kha nang thyc hién toan ven dir li€u bﬁng hodac hon mang
nbi day.
2.4.4 Kha ndng két néi véi co sé ha ting mang néi day

Pa s6 cac hé théng mang WLAN cung cap két nbi chuan cong nghiép voi
cac hé thong ndi day, bao gdm Ethernet (IEEE 802.3) va Token Ring (IEEE 802.5).
Kha ning két ndi trén nén chuan lam cic phan khong day ctia mang trong sudt hoan
toan voi phﬁn con lai ciia mang. Cac ntit mang WLAN luoc hd trg béi cac hé diéu
hanh mang theo cach gidng nhu cac nat mang LAN khac qua trinh diéu khién. Mot
khi duoc cai dit, cac hé diéu hanh mang xem cac nit mang nhu moi thanh phén
khéc cuia mang.

2.4.5 Kha ndng két néi véi co sé ha ting mang khéong diy

C6 thé c6 vai kiéu két ndi giita cac mang WLAN. Diéu nay phu thudc ca
cach lua chon cong nghé 1an cach thyc hién cua nha cung cép thiét bi cu thé. Cac
san pham tir cac nha cung cip khac nhau sir dung cting cong nghé va cing cach thuc
hién cho phép trao d6i giita cac card giao tiép va cac diém truy cap. Muyc dich cua
cac chuin cong nghiép, nhu cac dic ta ki thuat IEEE 802.11, s& cho phép cac san
pham twong hop van hanh véi nhau ma khong ¢ su hop tic 1d rang gitta cac nha
cung cap.

2.4.6 Nhiéu

Pbi v6i cac WLAN hoat dong & bing tan vo tuyén 2,4 GHz céac 10 vi song 1a
mot ngudn nhidu quan trong. Céc 16 vi séng cong suat 1én téi 750W véi 150 xung
trén gidy va co ban kinh birc xa hoat dong khoang 10 m. Nhu vay ddi véi tée do dir
liu 2 Mbit/s do dai gbi 16n nhat phai nhé hon 20.000 bit hodc 2.500 octet. Btic xa
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phat ra quét tir 2,4 GHz dén 2,45 GHz va giit 6n dinh theo chu ky ngan ¢ tan s6 2,45
GHz. Cho dui cac khdi bi chan thi phan 16n nang luong van gay nhiéu téi truyén dan
WLAN. Cac ngudn nhiéu khac trong bang tan 2,4 GHz gdm may photocopy, cac
thiét bi chdng trom, cac mo to thang may va cac thiét bi y té.

2.4.7 Tinh don gian va dé dang trong sir dung

Nguoi dung can rat it thong tin mai dé nhan duoc thuan loi cua mang
WLAN. Vi ban chat khong ddy ciia mang WLAN 1 trong sudt dbi v6i hé diéu hanh
mang nguoi dung, nén cic tng dung hoat dong giéng nhu ching hoat dong trén
mang LAN hitu tuyén. Cac san pham mang WLAN hop nhét sy da dang cta céac
cong cu chin doan dé hudng vao cac van dé lién quan dén cac thanh phan khong
day cua hé théng; tuy nhién, cac san pham duoc thiét ké dé hau hét cac ngudi ding
hiém khi can dén cac cong cu nay.

Mang WLAN don gian hoa nhiéu van dé cai dat va dinh ciu hinh ma rat
phién toai dbi véi cdc nha quan 1y mang. Chi khi cac diém truy cdp cia mang
WLAN yéu cau ndi cap, cic nha quan Iy mang duogc giai phong khoi viée kéo cap
cho cac ngudi dau cudi mang WLAN. Khéng c6 nbi cap ciing 1am di chuyén, bd
sung, va thay d6i cac hoat dong binh thuong trén mang WLAN. Cudi ciing, ban chit
di dong ciia mang WLAN cho phép cac nha quan 1y mang dinh cau hinh trudc va
stra 161 toan bo mang trudc khi lép dat ching tai cac vi tri tr xa. Mot kho dugc dinh
ciu hinh, mang WLAN duoc di chuyén tir chd nay dén chd khac ma it hodc khong
¢o su cai bién nao.

2.4.8 Bdao mat

Vi cong nghé khong day bat ngudn tir cac ing dung trong quan doi, nén tir
lau d6 bao mat di 1a mot tiéu chuén thiét ké cho cac thiét bi vo tuyén. Céac diéu
khoan bao mat dién hinh dugc xay dung bén trong mang WLAN, lam cho chung tré
nén bao mat hon so voi hau hét cic mang LAN hitu tuyén. Cac may thu khong
mong mudn (cac ngudi nghe trom) kho co kha ning bat duoc tin dang luu thong
trong mang WLAN. K§ thuat ma héa phirc tap lam cho cac gia mao tot nhat dé truy
cap khong phép dén luu thong mang 1 khong thé. Noi chung, cac nut riéng 16 phai
cho phép bao mat trude khi chung duge phép dé tham gia vao luu thong mang.

2.4.9 Chi phi

Mot mang WLAN thuc hién day da bao gdm ca chi phi co s ha tang, cho
cac diém truy cap khong day, 1an chi phi nguoi dung, cho cac card giao tiép mang
WLAN. Céc chi phi co sé ha tang phu thudc chu yéu vao sé luong diém truy cép
duoc trién khai; khoang chi phi cta cac diém truy cdp tir 800$ t6i 2000$. S6 luong
diém truy cap phu thudc tiéu biéu vao ving phi séng duoc yéu cau va/hoic sb va
kiéu nguoi dung dugc dich vu. Ving phu song ti 18 binh phuong véi pham vi san
pham. Cac card giao tiép mang WLAN duogc yéu cau trén nén may tinh chuan, va
khoang chi phi tir 2008$ t&i 700$. Chi phi lap rap va bao tri mot mang WLAN néi
chung thap hon gi lap rap va bao tri cia mot mang LAN hiru tuyén truyén thong, vi
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hai 1y do. Déu tién, mot mang WLAN loai trir cac chi phi truc tiép cua viée ndi cap
va chi phi lao dong lién quan dén lap rap va stra chtra né. Thir hai, vi mang WLAN
don gian héa viéc di chuyén, bo sung, va thay do6i, nén chiing giam bét cac chi phi
gian tiép vé thoi gian nghi cia nguoi dung va téng phi hanh chinh.

2.4.10 Tinh linh hoat

Céac mang khong day duoc thiét ké dé don gian vo cung hoidc kha phuc tap.
Céc mang khong dy hd tro s lugng nit mang va/hodc cac ving vat 1y 16n 16n
bang cach thém cac diém truy cip vao ving phu séng duge md rong hodc ting.
2.4.11 Tuédi tho nguén pin cho cdc sin pham di dong

Céc san pham khong day cua nguoi ding dau cudi c6 kha ning dugc giai
phong hoan toan diy nho, va hoat ddng qua ngudn pin trong may tinh notebook
hodc mdy tinh cim tay chu. Cac nha cung cap mang WLAN dung cac k¥ thuét thiét
ké dic biét dé 1am tang tudi tho pin va cach dung ngudn ning luong clia may tinh
chu.
2.4.12 An toan

Cong suat ra cua cac hé thng mang WLAN rit thip, it hon nhiéu dién thoai
té bao cam tay. Khi cdc song vo tuyén yéu dan nhanh chong qua khoang khong thi
c6 rat it hudéng dé niang luong RF cung cip dén cac ving cua hé théng LAN khong
day. Mang WLAN phai thich hop véi su quan 1y nghiém va cac quy tic cong
nghiép dé dam bao an toan. Mang WLAN khéng c¢6 hai cho stic khoe cong dong.
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CHUONG
111

CHUAN IEEE 802.11

3.1 Loi gici thigu:

Muc dich chuong nay s& cung cap tong quan vé chuan IEEE 802.11 méi véi
cac khai niém co ban, cic nguyén 1y hoat dong, va vai Iy do ding sau cac dic tinh
va cac thanh phan cta chuan. Chuong nay hudng vao cac khia canh MAC va cac
chtrc nang chinh cua nod.

3.2 Kién triic IEEE chudn IEEE 802.11:
3.2.1 Cdc thanh phan kién tric

Chuan mang LAN IEEE 802.11 dya vao kién trac té bao, 1a kién trac trong
do hé théng dugc chia nhé ra thanh cac cell, mdi cell (duoc goi la Tap hop dich vu
co ban, hoac BSS) dugc kiém soat béi mot tram co s (goi la diém truy cdp, hodac
AP).

Maic du, mot mang LAN khong day co thé duoc hinh thanh tir mot cell don,
v6i mot diém truy cap don, nhung hau hét cac thiét 1ap dugc hinh thanh boi vai cell,
tai d6 cac diém truy cap duoc ndi téi mang xuong séng (dwgc goi hé phdn phoi,
hoic DS), tiéu biéu 1a Ethernet, va trong ca mang khong déy.

Toan bo lién két lai mang LAN khong day bao gdm cac cell khac nhau, cac
diém truy cip va hé phan phdi twong tng, duoc xem xét thong qua mé hinh OSI,
nhu mgt mang don chuan IEEE 802, va dugc goi 1a Tap hop dich vu duoc mo rong
(ESS).

Hinh sau mé ta mot chuan mang LAN IEEE 802.11 tiéu biéu:

Distribution System

Hinh 4.1. Mang WLAN IEEE 802.11 tiéu biéu
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Chuan ciing dinh nghia khai niém Portal, d6 1a mot thiét bi lién két giita
mang LAN chuan IEEE 802.11 va mang LAN chuan IEEE 802 khéac. Khéi niém
nay mo ta vé ly thuyét phan chirc nang ciia “cau chuyén dich”.

Mic du chuan khéng yéu cdu su cai dit tiéu biéu tat yéu phai c6 AP va
Portal trén mot thue thé vat 1y don.

3.2.2 Mé td cdc I6p chuin IEEE 802.11

Nhu bat ky giao thitc chuan IEEE 802.x khac, giao thirc chuan IEEE 802.11
bao gom MAC va 16p vat 1y, chudn hién thoi dinh nghia mét MAC don tuong tac
voi ba 16p vat 1y (tat ca hoat dong ¢ toc do 1 va 2Mbit/s):

% FHSS hoat dong trong bang tan 2.4GHz
& DSSS hoat dong trong bang tan 2.4GHz, va

® Hong ngoai

2022 Data Link
Layer

802.11 MAC

FH Ds IR PHY Layer

Hinh 4.2. Lép MAC

Ngoai cac tinh ning chuin dugc thuc hién béi cac 16p MAC, 16p MAC
chuan IEEE 802.11 con thuc hién chitrc niang khac lién quan dén cac giao thirc 16p
trén, nhu Phan doan, Phat lai goi dir li¢u, va Cac ghi nhan.

Lép MAC: Lép MAC dinh nghia hai phwong phép truy cap khac nhau, Ham phoi
hop phdn tan va Ham phéi hop diém.

3.2.3. Phwong phap truy cdp co ban: CSMA/CA

Pay 12 mot co ché truy cip co ban, duwoc goi Ham phoi hop phdn tin, vé co
ban l1a da truy cap cam bién song mang vdi co ché tranh xung dot (CSMA/CA). Céc
giao thirc CSMA dugc biét trong cong nghiép, ma phd bién nhat 1a Ethernet, 13 giao
thirc CSMA/CD (CD nghia 1a phat hi¢n xung dot).

Giao thirc CSMA lam viéc nhu sau: Mot tram truyén di cac cam bién moi
truong, néu moi truong ban (vi dy, c6 mdt tram khac dang phat), thi tram s€ tri hoan
truyén mot luc sau, néu moi truong tu do thi tram duge cho phép dé truyén.

Loai giao thirc nay rat co hiéu qua khi moi truong khong tai nhiéu, do d6 nd
cho phép céc tram truyén véi it tri hodn, nhung thuong xay ra trudng hop cic tram
phat cing lac (co xung dot), gdy ra do cic tram nhan thdy moi trudng tu do va quyét
dinh truyén ngay lap tirc.

Céc tinh trang xung ddt nay phai duoc xac dinh, vi vay l6p MAC phai tu
truyén lai gbi ma khong can dén cac 16p trén, diéu nay s& gay ra tré dang ké. Trong
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truong hop mang Ethernet, sy xung dot ndy dugc doan nhin boi cac tram phat dé di
t61 quyét dinh phat lai dwa vao giai thuat exponential random backoff.

Céc co ché do tim xung dot nay phu hop voi mang LAN ndi day, nhung
chung khong duogc st dung trong moi truong mang LAN khong day, vi hai 1y do
chinh:

1. Viéc thuc hién co ché do tim xung dot yéu cau su thi hanh toan song
cong, kha nang phat va nhan dong thoi, nd s€ lam tang thém chi phi mdt cach
dang ké.

2. Trén mdi truong khong day ching ta khong thé gia thiét tit ca cac

tram “nghe thdy” dugc nhau (day 1a su gia thiét co so cta so d6 do tim xung
dot), va viéc mot tram nhan thady moi trudng tw do va sin sang dé truyén
khong that su c6 nghia rang moi trudong la tu do quanh vung may thu.

Dé vuot qua cac kho khian nay, chuan IEEE 802.11 str dung mét co ché tranh
xung dot véi mot so dd Ghi nhdn tinh tich cuc (Positive Acknowledge) nhu sau:

Mot tram mudn truyén cam bién moi truong, néu méi trudng ban thi no tri
hodn. Néu méi truong ranh véi thoi gian dugce chi rd (goi 1a DIFS, Distributed Inter
Frame Space, Khong gian khung Inter phdn tan), thi tram duoc phép truyén, tram
thu s& kiém tra md CRC cta goi nhan duoc va giri mot gbi ching thuc (ACK).
Chutng thuc nhan dugc s& chi cho may phat biét khong c6 sy xung dot ndo xuét
hién. Néu may phat khong nhan chimg thuc thi n6 s& truyén lai doan cho dén khi né
duogc thtra nhan hodc khong dugc phép truyén sau mot sd 1an phat lai cho trudc.

Cam bién séng mang ao (Virtual Carrier Sense)

Dé giam bot xac sudt kha ning hai tram xung dot nhau vi chiing khong thé
“nghe thdy” nhau, chuan dinh nghia mot co ché Cam bién séng mang o:

Mot tram mudn truyén mot goi, trudc hét no s& truyén mot goi diéu khién
ngan goi 1a RTS (Request To Send) gdm ngudn, dich dén, va khoang thoi gian giao
dich sau d6 (v.d. goi va ACK tuong tng), tram dich s& dap ung (néu moi trudng tu
do) bang mét gbi diéu khién dap lai goi 1a CTS (Clear To Send) gdm cung thong tin
khoang thoi gian.

T4t ca cac tram nhan RTS va/hodc CTS, sé& thiét 1ap chi bao Virtual Carrier
Sense cua no6 (goi 1a NAV, Network Allocation Vector, Vecto dinh vi mang) cho
khoang thoi gian cho trude, va s& st dung thong tin nay cing véi Cam bién song
mang vat 1y (Physical Carrier Sense) khi cam bién mai truong.

Co ché nay giam bét xac suit xung dot vé ving may thu do mot tram “an” tir
may phat, & lam ngan khoang thoi gian truyén RTS, vi tram s& nghe thdy CTS va
“dy trir” moi trudng khi ban cho dén khi két thuc giao dich. Thong tin khoang thi
gian vé RTS ciing bao vé ving mdy phat khoi cac xung dot trong thoi gian ACK
(boi cac tram nam ngoai pham vi tram nhan biét).
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Can chu ¥ thong tin khoang thdi ACK vi cac khung RTS va CTS 1a cac
khung ngin, N6 ciing 1am giam b6t mao dau cua cac xung dot, vi chiing duoc nhan
dang nhanh hon khi né dwgc nhan dang néu toan bd géi duoc truyén, (diéu nay
dung néu gbi 16n hon RTS mét cach dang ké, nhu vy 1a chuan cho phép ké ca cac
g6i ngan s& duoc truyén ma khong co giao dich RTS/CTS, va diéu nay duogc diéu
khién boi mot tham sb goi 1a ngudng RTS).

Céc so dd sau cho thdy mét giao dich giita hai tram A va B, va su thiét 1ap
NAV ciia cac tram gan chung:

" G1=5IFS
—I= =1 — Ga=0IF5
Sre RT3 Cata CW =Contention Window
Dest CTS X'y

=3 =

Other //rj,amm% /7”//// Jriext U
R (TS

Defar Accass Backoff after Dafer
=1 ==

Hinh 4.3. Giao dich giita hai tram A va B, va su thiét ldp NAV

Trang thai NAV duoc két hop voi cam bién song mang vat Iy dé cho biét
trang thai ban cia moi truong.
3.2.4 Cac chvrng thuwc mirc MAC

Lép MAC thyc hién do tim xung dot bé‘mg cach cho doi su tiép nhan cia mot
ghi nhan t6i bat ky doan duoc truyén nao (Ngoai 1& cac gdi ma c6 hon mét noi dén,
nhu Quang ba, chua dugc thira nhan).
3.2.5 Phan doan va Tai hop

Céc giao thire mang LAN tiéu biéu st dung cac goi voi vai hang trim byte
(vi du, goi Ethernet dai nhét dai trén 1518 byte) trén mot mdi truong mang LAN
khong day. Ly do cac goi dai duge wa chudng dé st dung cac goi nho la:

5 Vi ti 18 15i bit BER cua thong tin vo tuyén cao hon, xac suat mot goi bi hu
tang thém theo kich thude goi.

® Trong truong hop bi hong (vi xung d6t hodc nhidu), goi nho nhat véi it mao
dau hon gay ra su phat lai goi.

% Trén mot hé thong FHSS, moi trudng duge ngat dinh ky mdi khi nhay tan
(trong trudng hop nay 1a modi 20 mili - gidy), nhu vay nho hon géi, nhd hon co
hoi truyén bi hodn lai sau thdi gian ngimg truyeén.
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Maic khac, né khong dugc gidi thi€u nhu 1a mot giao thirc mang LAN mai vi
n6 khong thé giai quyét cac goi 1518 byte dugc st dung trén mang Ethernet, nhu
vay IEEE quyét dinh giai quyét van dé bang cach thém mot co ché phan doan/tai
hop don gian tai 16p MAC.

Co ché 1a mot giai thuat Send - and - Wait don, trong d6 tram phat khong cho
phép truyén mot doan mai cho dén khi xdy ra mot trong céc tinh hudng sau day:

1. Nhan mot ACK cho doan, hoac

2. Quyét dinh rang doan ciing dugc truyén lai nhidu 1an va tha vao toan bo
khung

Can phai nhé rang chuin cho phép tram duogc truyén chi mot dia chi khac
gifra cac phat lai cia mot doan da cho, di€u nay dac biét hiru ich khi mot AP c6 vai
g01 noi bat véi cac dich dén khac nhau va mot trong s6 chung khong tra 101.

So dd sau biéu dién mot khung (MSDU) dugc chia thanh vai doan (MPDUs):

MsDU
MAC MAC MAC ~ MAC
HDR Frame Body E UDR Frame Body g. UDR Frame Body g. uDR Frame Body
Fragment 0 Fragment 1 Fragment 2 Fragment 3

Hinh 4.4. Khung MSDU

3.2.6 Cac khong gian khung Inter (Inter Frame Space)
Chuan dinh nghia 4 kiéu khong gian khung Inter, dugc sir dung dé cung cap
cac quyén uu tién khac nhau:

* SIFS - Short Inter Frame Space, dugc sir dung dé phan chia cic truyén dan
thudc mot hoi thoai don (v.d. Ack - doan), va 1a Khéng gian khung Inter tdi
thiéu, va ludn c6 nhiéu nhat méot tram don dé truyén tai thoi gian cho trudec,
do d6 nd co quyén uu tién ddi voi tat ca cac tram khac. D6 1a mot gia tri cd
dinh trén 16p vat Iy va duoc tinh toan theo cach ma tram phat truyén nguoc
lai dé nhéan kiéu va kha nang giai ma goi vao, trong lop vat ly chuan IEEE
802.11 FH gia tri nay duoc thiét 1ap a 28 micro - gidy.

* PIFS - Point Cooordination IFS, dugc st dung boi diém truy cap (hodc Point
Coordinator, dugc goi trong trudng hop nay), dé dugc truy cap toéi moi
truong trude moi tram khac. Gia tri nay la SIFS cong véi mot khe thot gian
(s€ dugc dinh nghia sau), vi du 78 micr6 - gidy.
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* DIFS - Distributed IF'S, La khong gian khung Inter dugc sir dung bdi mdt
tram dé sin sang bat diu mét truyén dan mdi, ma 1a dugce tinh toan 1a PIFS
cong thém mat khe thoi gian, vi du 128 micr6 - giay.

» EIFS - Extended IFS, La mot IFS dai hon dugc st dung boi mot tram da
nhan mot goi khong hiéu, nd can dé ngin tram (tram ma khong hiéu thong
tin khoang thoi gian d& Cam bién song mang 40) khoi xung dot véi mot goi
tuong lai thude hdi thoai hién thoi.

3.2.7 Gidi thudt Exponential Backoﬂ

Backoff 1a mot phuong phap nbi tiéng dé giai quyét cac tranh danh gitra cac
tram khac nhau muén truy cip méi tru’O'ng, phuong phap yéu cau mdi tram chon
mot s6 ngiu nhién (n) gitra 0 va mot s6 cho trudce, va doi sd khe thoi gian nay trude
khi truy cap moi trudng, n6 luén kiém tra liéu c6 mot tram khac truy cap moi truong
trudc khong.

Khe thoi gian dugc dinh nghia theo cdch ma mdt tram s€ ludn c6 kha nang
xéac dinh liéu tram khac d3 truy cip moi trudng tai thoi gian bat dau cua khe trudce
d6 khong. Piéu nay lam gidam bét xac suat xung dot di mot nira.

Exponential Backoff c6 nghia rang mdi lan tram chon mot khe thoi gian va
xay ra xung dot, no s& tang gia tri theo liiy thira mot cach ngau nhién.

Chuan IEEE 802.11 chuan dinh nghia giai thuat Exponential Backoff duoc
thuc hién trong cac truong hop sau day:

% Néu khi tram cam bién méi truong trude truyén goi dau tién, va méi truong
dang ban

ol

Sau moi lan truyén lai

ol

Sau mot 1an truyén thanh cong
Tr}r(‘)rng hop duy nhat khi co ché nay khong duqc st dung 1a khi tram quyét
dinh truyén mot gé1 maé1 va moi truong da ranh cho nhiéu hon DIFS.
Exponential backoff khién cac nut chiu khé chd 1au hon khi mirc d6 xung dot cao.
- bit time: thoi gian truyén 1 bit.
- n 13 s6 1an xung dot khi truyén mot frame nao do.

- sau n lan xung dot, nut s€ doi 512 x K bit time roi truyén lai; K duoc
chon ngau nhién trong tap {0,1,2,...,2m — 1} v6i m:=min (n,10).
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Hinh sau biéu dién so do co ché truy cap:

Immediate access when medium
Is free == DIFS

DIFS

5 . , -
OIS Contention Window

i}

Busy Medium Backoff-Window Next Frame
| L
el olottime
Defer Access Select Slot and Decrement Backoff as long
Pen

as medium is idle

Hinh 4.5. So d6 co ché truy cdp

3.3 Cich mot tram néi véi mot cell hién hitu (BSS):

Khi m6t tram mudn truy cap mot BSS hién hiru (hodc sau ché d6 bat ngudn,
ché d6 nghi, hodc chi 14 di vao ving BSS), tram can c6 thong tin dong bd tir diém
truy cép (hodc tir cac tram khac khi trong kiéu Ad - hoc).

Tram nhén thong tin ndy theo mot trong s6 hai cach sau:

1. Quét bj dong: Trong trudng hop ndy tram doi dé nhan mot khung dén
hiéu (Beacon) tir AP, (khung dén hi¢u 1a mot khung tuan hoan chira thong
tin déng bo dugc gui bo1 AP), hodc

2. Quét tich cuc: Trong trudng hop ndy tram cb ging tim mot diém truy
cap bang cach truyén cac khung yéu cau do (Probe), va chd dap lai thong
tin do tur AP.

Hai phwong phap déu hop 1, va mdi mot phuong phap dugc chon phai hai
hoa gitra kha nang tiéu thu dién va kha nang thuc hi¢n.
3.3.1 Qua trinh churng thuc

MBoi khi tram tim thdy mot diém truy cap, né s& quyét dinh ndi cac BSS, nd
thue hién thong qua qua trinh chimg thuce, d6 14 su trao doi théng tin 13n nhau gitta
AP va tram, ma mdi bén chting minh su nhan biét mat khau d cho.
3.3.2 Qud trinh lién két

Khi tram dugc xac nhan, sau dé no6 s¢ khoi dong qua trinh lién két, day 1a sy
trao d6i thong tin vé cac tram va cac BSS, va né cho phép thuc hién DSS (tdp hop
cac AP dé biét vi tri hién thoi cua tram). Chi sau khi qua trinh lién két duge hoan
thanh, thi mot tram méi ¢6 kha nang phat va nhan cac khung dir li€u.
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3.4 Roaming:

Roaming 13 qua trinh chuyén dong tir cell nay (hodc BSS) dén cell khac véi
mot két ndi chit. Chirc ning nay tuwong ty nhu cac dién thoai té bao, nhung c6 hai
khac bi¢t chinh:

 Trong mot hé théng mang LAN dua trén cac goi, su chuyén tiép giita cac cell
duogc thuc hién giita cac truyén dan gbi, nguoc véi ki thuat dién thoai trong
do su chuyén tiép xuat hién trong thoi gian mdt cudc no6i chuyén dién thoai,
diéu nay 1am roaming mang LAN d& hon mot it, nhung

e Trong mot hé théng tiéng noi, mot gidn doan tam thoi khong anh hudng cudc
n6i chuyén, trong khi trong mot goéi dua vao moi truong, nd sé giam dang ké
kha nang thuc hién vi su chuyén tiép duoc thuc hién boi cac giao thuc 16p
trén.

Chuan IEEE 802.11 khong dinh nghia cach roaming dugc thuc hién, nhung
dinh nghia cic cong cu co ban cho nd, diéu ndy bao gém su quét tich cuc/bi dong,
va mot qua trinh tai lién két, trong d6 mot tram roaming tir diém truy cap niy sang
diém truy cap khac sé duoc lién két v6i mot diém truy cap méi.

3.5 Giir dong bp:

Céc tram can giit dong bo, dé giir cho nhay tan dugc dong bo, va cac chirc
ning khac nhu tiét kiém ning luong. Trong mot co so ha ting BSS diéu nay dugc
thuc hién bai tat ca cac tram cap nhat cac déng ho cia chung theo déng ho cia AP,
sir dung co ché sau:

AP truyén cac khung tuan hoan goi 1a cac khung bdo hiéu, cic khung nay
chira gia tri cuia ddng hd AP tai thoi diém truyén (Cha y rang day 1a thoi diém khi
truyén dan that sy xuat hién, va khong phai 1a thoi diém truyén khi n6 dugc dit vao
hang doi dé truyén, vi khung bao hiéu dugc truyén sir dung cic quy tic CSMA, nén
truyén dan tré mot cach dang ké).

Céc tram thu kiém tra gia trj dong ho cua ching & thoi diém nhan, va sira
chita n6 dé gitr ddng bod v6i dong hd cua AP, didu ndy ngin ngira su tréi dong hd
gy ra do mat dong bd sau vai gio hoat dong.

3.6 Tiét ki¢m ning lwong:

Mang LAN khong diy tiéu biéu lién quan dén cac tng dung di dong, va
trong cac kiéu tng dung nay ngudn pin 1a mot ngudn nhanh hét, d6 1a 1y do tai sao
chuan IEEE 802.11 tryc tiép hudng vao van dé tiét kiém niang luong va dinh nghia
ca co ché dé cho phép cac tram di vao trong ché do nghi ngoi cho cac thoi han dai
ma khong mét thong tin.

Y tuong chinh dang sau co ché tiét kiém nang luong 1a AP duy tri mot ban
ghi duoc cap nhat tai cac tram hién thoi dang lam viéc trong ché d6 tiét kiém nang
luong, va nhé dém cac goi duoc giri téi cac tram nay cho dén khi ca tram yéu cau
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nhan cac gobi bﬁng cach gui mot yéu cau kiém tra tuan tu, hodc cho dén khi ching
thay d6i thao tac cta no.

AP ciing truyén dinh ky (mot phan cua cac khung bao hiéu) thong tin vé tram
tiét kiém nang lugng nao c¢6 cac khung dugc nhé d€m & AP, nhu vay cac tram nay
can phai dugc danh thirc dé nhan mot trong sb céac khung bao hi¢u do, va néu mot
chi bao cho biét c6 mot khung duoc luu trit tai AP doi dé phan phat, thi tram can
phai trong trang thai hoat dong va giri mot thong bao kiém tra tuan ty cho AP dé c6
cac khung nay.

Quang ba va Phat thanh dugc luu trit boi AP, va dugc truyén & mot thoi
diém dugc biét trudc (mdi DTIM), tai d6 tat ca tram tiét kiém ning luong mudn
nhan kiém khung nay can phai hoat dong.

3.7 Cic kiéu khung:
C6 ba kiéu khung chinh:

 Khung dit lidu: cac khung dugc st dung dé truyén dir liéu
e Khung diéu khién: cic khung dugc st dung diéu khién truy cap t6i moi
truong (vi du RTS, CTS, va ACK), va
. K}lung quan 1y: cac khung duoc truyén gidng nhu cac khung dir lidu dé trao
do6i thong tin quan ly, nhung khong hudng té1 cho cac 16p trén.
MG&i kiéu duge chia nho ra thanh cac kiéu nho hon khac nhau, tiy theo chirc
nang cua ching.

3.8 Khuon dang khung:
Tat ca cac khung chudn IEEE 802.11 déu c6 cac thanh phan sau day:

I Preamble I PLCP Header I MAC Data I

Hinh 4.6. Khuén dang khung chudn IEEE 802.11
3.8.1. Tién to (Preamble)
N6 phu thudc 16p vat 1y, va bao gdbm:

Synch: Mot chudi 80 bit 0 va 1 xen k&, dugc sir dung boi bao mat 16p vat Iy
dé lua chon anten thich hop (néu tinh sy phan tap dugc st dung), va anh hudng toi
viéc stra 161 d6 dich tan sb trang thai viing déng b0 vo1 viée dinh thot gian goi nhan
duoc.

SFD: Mot bo dinh ranh giéi khung bat ¢au, n6 gdbm 16 bit nhi phan 0000
1100 1011 1101, dwgc dung dé dinh nghia dinh thoi khung.
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3.8.2 Piu muc (Header) PLCP
Pau muc PLCP ludn ludn duogc truyén & toc do 1 Mbit/s va n6 chia thong tin
Logic ma s& dugc sir dung boi 16p vat 1y dé giai ma khung, va gdm co:
¥ Chiéu dai tir PLCP_PDU: biéu dién s byte chtra trong goi, nd ¢6 ich cho
16p vat 1y dé phat hién ra chinh xac két thuc goi,

®  Twong bao hiéu PLCP: hi¢n thoi, n6 chi chira dung thong tin tde do, duoc
ma hoa & téc d6 0.5 MBps, ting dan tir 1Mbit/s toi 4.5 Mbit/s, va

®  Truwong kiém tra 16i Pau muc: 13 trudng phat hién sai sot CRC 16 bit
3.8.3 Di# ligu MAC

Hinh sau cho thdy khudn dang khung MAC chung, cac phan cua truong trén
cac phan cia cac khung nhu mé ta sau do.

Cetets: 2 2 & G & 2 g n-212 4
Frame Duration/ Sequence Frame
Control D Address 1 | Address 2 | Address 3 control Address 4 Body CRC
-« -
MAC Header
Hinh 4.7. Khuoén dang khung MAC
3.8.3.1 Truong diéu khién khung (Frame Control)
Truong diéu khién khung chira dung thong tin sau:
BO B1B2 B3B4 BT BB B9 B10  B11 B12 B13 B14 B1§
sf[:rt:ig?'ul Type Subtype Sg Flrjnsm I'l';ﬂ;rge Retry E:;tr :'312{: WEFP | Order
Bits: 2 2 4 1 1 1 1 1 1 1 1

a. Phién ban giao thirc (Protocol Verson)

Trudng ndy gom 2 bit c6 kich thudc khong doi va xép dat theo cac phién ban
sau cua chuan IEEE 802.11, va s€ dugc st dung dé nhan biét cac phién ban tuong
lai c6 thé. Trong phién ban hién thoi ciia chuan gia tri ¢d dinh 14 0.

b. ToDS

Bit nay 1a tap hop cac bit 1 khi khung dugc danh dia chi téi AP dé hudng né
t6i hé phan phdi (gdm trudng hop ma tram dich dat lai khung giéng véi BSS, va
AP). Bit 1a tap hop céc bit 0 trong tit ca cac khung khac.
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c. FromDS
Bit nay la tap hop cac bit 1 khi khung dang dén tir hé phan phoi.
d. More Fragments

Bit nay 1a tap hop céac bit 1 khi c¢6 nhiéu doan hon thudc ciing khung theo sau
doan hi¢n thoi nay.

e. Retry

Bit nay cho biét doan nay la mot chuyén tiép mot doan trude do6 duoc truyén,
n6 s€ dugc s dung bdi tram may thu dé doan nhan ban sao dugc truyén cua cac
khung ma xuat hién khi mdt géi Ching thuc bi mat.

f. Power mangenment (Quan ly nang lwong)

Bit nay cho biét kiéu quan 1y ning luong trong tram sau khi truyén khung
nay. N6 dugc su dung boi cac tram dang thay doi trang thai tir ché do tiét kiém nang
lugng dén ché do hoat dong hodc nguoc lai.

g. More Data (Nhiéu Dit liéu hon)

Bit nay ciing dugc sir dung dé quan 1y nang luong va né duge st dung boi
AP dé cho biét rang c6 nhiéu khung dwogc nhé dém hon téi tram nay. Tam quyét
dinh str dung thong tin nay dé tiép tuc kiém tra tuan tu hoic kiéu dang thay d6i thim
chi dé thay doi sang ché do hoat dong.

h. WEP
Bit nay cho biét rang than khung dugc ma hoa theo giai thuat WEP
i. Order (Thi tu)

Bit nay cho biét rang khung nay dang duogc guri sir dung 16p dich vu Strictly -
Order.

3.8.3.2 Khodng thoi gian/ID
Truong nay c6 hai nghia phu thudc vao kiéu khung:
* Trong cac ban tin Kiém tra tuan ty tiét kiém nang luong, thi no6 1a ID tram, va

 Trong tit ca cac khung khéc, né 1a gia tri khoang thoi gian dugce ding cho
Tinh todn NAV.

3.8.3.3 Cac trwong dia chi

Mot khung chura 1én trén td1 4 dia chi phu thudc vao cac bit ToDS va
FromDS duoc dinh nghia trong trudng diéu khién, nhu sau:

Dia chi - 1 ludn 1a dia chi nhan (vi dy, tram trén BSS ma nhén goéi tirc thoi),
néu bit ToDS duogc lap thi day la dia chi AP, néu bit ToDS dugc xoa thi né 1a dia
chi tram két thuc.

SVTH: Nguyén Vian Hung — Bui Xuan My Trang 29



Tim hiéu vé Wireless LAN & Thiét ké mé hinh mang GVHD: Nguyén Tran Tuén Anh

Pia chi - 2 Luén ludn 1a dia chi may phét (vi du,. tram dang truyén goi vt
Iy), néu bit FromDS duoc 1ap thi ddy 13 dia chi AP, néu duoc xoa thi nd 1a dia chi
tram.

Dia chi - 3 Trong hau hét cac truong hop con lai, mat dia chi, trén mot
khung véi bit FromDS dugc lap, sau d6 Pia chi - 3 1a dia chi ngudn gbc, néu khung
c6 bit ToDS lap, sau d6 Dia chi - 3 1a dia chi dich.

Pia chi - 4 dugc st dung trong truong hop dac biét trong d6 mot hé phan
phéi khong day duogc str dung, va khung dang duoc truyén tir diém truy cap nay
sang diém truy cap khac, trong truong hop ndy ca cac bit ToDS 14n cac bit FromDS
duoc 1ap, vi vay ca dia chi dich géc va dia chi nguff)n géc déu bj mat.

Bang sau tong két cac cach dung dia chi khac nhau theo cach thiét 1ap bit
ToDS va bit FromDS:

To DS From DS | Address 1 | Address 2 | Address 3 | Address 4
0 i [ SA BSSID N/A
] I [ Bs5ID sS4 N/A
1 0 BsSID SA Dy N/A
| | A TA D4 SA

3.8.3.4 Piéu khién noi tiép

Trudng diéu khién nodi tiép duge dung dé biéu dién thir tw cac doan khac
nhau thudc khung, va nhan biét cac goi sao, n6 gom c6 hai trudong con: truong S6
doan, va trudong SO ndi ti€p, ma dinh nghia khung va s6 doan trong khung.

4.8.3.5 CRC
CRC 1a mot truong 32 bit chira mot ma kiém tra du s6 chu ky 32 bit (CRC)

3.9 Cic khung dinh dang phé bién nhit:
3.9.1 Khuon dang khung RTS

Khung RTS nhu sau:
octets;: 2 2 fi i} 4
Frame .
Control Dluration RA TA CRC
- -
MAC Header

RA cua khung RTS la dia chi STA, trong méi truong khong day, né duoc
danh dé nhan dit liéu tiép theo hodc khung quan Iy mét cach tirc thoi.

TA la dia chi cia STA phat khung RTS.
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Gia tri Khoang thoi gian 1a thoi gian, tinh theo micrd - gidy, duoc yéu cau dé
truyén dir liéu lién tiép hodc khung quan 1y, cong v6i mot khung CTS, cong mot
khung ACK, cong ba khoang SIFS.

3.9.2 Khuon dang khung CTS

Khung CTS nhu sau:
octets: 2 i fi 4
Frame .
Contral Duration RA CRC
) MAC Header -

bia chi may thu (RA) cua khung CTS dugc copy tur truong dia chi may phat
(TA) cua khung RTS ngay trudc d6 ¢én mot dap tmg CTS nao dé. Gia tri Khoang
thot gian la gia tr1 thu duogc tr truong Khoang thoi gian cia khung RTS ngay trudce
d6, trir thoi gian (tinh theo micrd - gidy) duoc yéu cau dé phat khung CTS va
khoang SIFS.
3.9.3 Khuon dang khung ACK

Khung ACK nhu sau:
octets, 2 2 fi 4
Frame .
control Duration RA CRC
-
MAC Header

bia chi May thu cia khung ACK dugc sao chép tu truong Dia chi 2 cia
khung ngay trude d6. Néu nhiéu bit Poan hon duoc x6a (0) trong trudng diéu khién
khung cta khung trudc do, thi gia tri Khoang thoi gian 1a 0, néu khong thi gia tri
Khoang thoi gian thu dugc tr truong Khoang thoi gian ctia khung trude do, trur di
thoi gian (tinh theo micrd - gidy) dugc dé phat khung ACK va khoang SIFS ctia né.

3.10 Ham Phéi hop Piém (PCF):

Bén canh Ham Phéi hgp Phan tan co ban, c6 mot Ham Phéi hop Piém dé
chon, ma su dung dé thuc hién cac dich vu bién - thoi gian, nhu tiéng no6i hoac
truyén video. Him Phéi hop Piém lam cho diém truy cap sir dung quyén wu tién cao
hon bang cach sir dung mot Khong gian khung Inter (PIFS) nho hon.

Bang cach st dung cao hon nay quyén uu tién truy cédp, cadc van dé diém truy
cap kiém tra tuan tuy y€u cau cua cac tram dé truyén dir li€u, do d6 dicéu khién vi¢c
truy cap moi truong. P& cho phép cho cac tram binh thuong kha nang van con truy
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cap mdi truong, c6 mot chuan bi ma diém truy cp phai dé lai da thoi gian cho Truy
cap Phan tan trong gitta PCF

3.11 Cdac mang Ad hoc:

Trong mdt sd trudng hop cac ngudi ding mudn 1ap mot mang LAN khéng
day ma khéng c6 mot co so ha tang (dic biét hon khong c6 mét diém truy cap), diéu
nay bao gom truyén file giira hai nguoi ding may notebook, cudc hop giira cac cong
tac vién bén ngoai van phong, van van.

Chuan IEEE 802.11 giai quyét cac nhu cau nay bang cach dinh nghia mot mo
hinh hoat dong “Ad hoc”, trong truong hop nay khong cé diém truy cip niao hoic
phan nao tinh ning cua né dugc thue hién béi cac tram ngudi ding cudi (nhu tao
bao hiéu, déng b0, van van), va cac chtrc nang khac khong dugc hd tro (nhu dit lai
giita hai tram khong nam trong pham vi, hoac tiét kiém nang luong).

3.12 Ho chudn IEEE 802.11:
3.12.1 Chuin IEEE 802.11a

La mot chi tiéu k¥ thuat IEEE cho mang khong diy hoat dong trong dai tan
s6 5 GHz (5.725 GHz t6i 5.85 GHz) véi toc do truyén dit liéu cuc dai 54 Mbps. Dai
tan s6 5 GHz khong nhiéu nhu tan s6 2.4 GHz, vi chi tiéu k¥ thuat chuan IEEE
802.11 d& nghi nhiéu kénh vo tuyén hon so véi chuan IEEE 802.11b. Sy bd sung
cac kénh nay gitp tranh giao thoa v6 tuyén va vi ba.
3.12.2 Chuén IEEE 802.11b (Wifi)

La chuan qudc té cho mang khong ddy hoat dong trong dai tan sb 2.4 GHz
(2.4 GHz t6i 2.4835 GHz) va cung cAp mot luu luwong 18n trén 11 Mbps. Pay 1a mot
tan sd rat thuong st dung. Céac 10 vi ba, cac dién thoai khong day, thiét bj khoa hoc
va y hoc, cling nhu céc thiét bi Bluetooth, tat ca lam viéc bén trong dai tan s 2.4
GHz.
3.12.3 Chuan IEEE 802.11d

Chuan IEEE 802.11d 1a mét chuan IEEE bb sung 16p sy diéu khién truy cap
(MAC) vao chuan IEEE 802.11 d¢ day manh kha ning sir dung rong mang WLAN
chuan IEEE 802.11. N6 s& cho phép cac diém truy cap truyén thong thong tin trén
cac kénh v tuyén dung dugc v6i cac mirc cong suat chip nhin duge cho cac thiét
bi khach hang. Cac thiét bi s& tyr dong diéu chinh dwa vao cac yéu cau dia 1y.

Muc dich 11d 1a s& thém cac dac tinh va cac han ché dé cho phép mang
WLAN hoat dong theo cac quy tic cta cic nudc ndy. Cac nha san xuat Thiét bi
khong mudn dé tao ra mot sy da dang rong 16n cua cac san phflm va cac nguoi dung
chuyén biét theo qudc gia ma ngudi di du lich khong mudn mét thi day cac card PC
mang WLAN chuyén biét theo qudc gia. Hau qua s& 1a cac giai phap phan sun
chuyén biét theo qudc gia.
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3.12.4 Chuin IEEE 802.11g

Tuong tu t6i chuan IEEE 802.11b, chuan 16p vat Iy ndy cung cdp mot luu
luong 1én téi 54 Mbps. N6 ciing hoat dong trong dai tan sé 2.4 GHz nhung str dung
mot cong nghé vo tuyén khac dé ting dai théng toan bo. Chudn nay dugc phé chuin
cudi nam 2003.
3.12.5 Chudn IEEE 802.11i

bay la tén cua nhom lam viéc IEEE danh cho chuin hoa bao mat mang
WLAN. Bao mat chuan IEEE 802.11i c6 mot khung lam vi¢c dugc dua vao RSN
(Co ché Bao mat ting cuong). RSN gdm c6 hai phan:
1. Co ché riéng cua dit liéu va
2. Quan ly lién két bao mat.
Co ché riéng cua dit liéu hd tro hai so d6 dugc dé xudng: TKIP va AES.
TKIP (Sy toan ven khoa thoi gian) 1a mot giai phap ngan han ma dinh nghia phan
mém va cho WEP dé cung cdp mot murc riéng tu dit liéu thich hop téi thiéu. AES
hodc AES - OCB (Advanced Encryption Standard and Offset Codebook) 1a mot so
d6 riéng tu dit liéu manh mé va la mot giai phap thoi han 1au hon.

Quan 1y lién két bao mat dugce danh dia chi boi:

a) Cac thu tuc dam phéan RSN,

b) Su Chimg thyc chuan IEEE 802.1x va

¢) Quan ly khoa chuan IEEE 802.1x.
Céac chuan dang duogc dinh I}ghia dé cﬁng tdn tai mot cach tu nhién cac mang pre -
RSN mé hién’ thoi dugce trién khai. Chuan nay khong ky vong sé dugc thong qua
cho dén khi két thuc nam 2003.
3.12.6 Chudn IEEE 802.1x (Thd)

Chuan IEEE 802.1x (Yéu cau mdt nha cung cip dich vu RADIUS) cung cip
cac doanh nghiép & cac nha riéng mot giai phap ching thuc bao mat, bién d6i duoc
str dung k¥ thuét tai khoa (re - keying) dong, su ching thuc tén va mat khau ngudi
ding va chung thyc 1an nhau. K¥ thuat tai khéa dong, ma trong sudt véi nguoi
dung, loai trir phan phdi khoa khong bao mat va su chi phdl thoi gian va ngin ngira
cac tan cong lién quan dén cac khoa WEP tinh. Su ching thuc trén nén ngudi ding
loai trir cac 16 bao mat xudt hién tir thiét bi bi trom hodc mat khi su ching thyc trén
nén thiét bi dugc str dung, va sy ching thyc 14n nhau giam nhe tin cong dya vao
cac diém truy cdp lau ca. Dong thoi, vi su chimg thue chuan IEEE 802.1x théng qua
mot co sé dit liéu RADIUS, né ciing chia thang dé dé dang diéu khién cac sb lugng
nguoi dung mang WLAN dang gia tang.
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CHUONG IV

BAO MAT TRONG MANG WLAN

Chuong nay phac thao cac giao thirc, cac co ché bao mat lién quan, va cac
kién trac cua chuan IEEE 802.11 - mang WLAN va thuc hién céac khuyén nghi téi
mét thi hanh duge thue hién dan cua cac mang WLAN.

4.1 MQT SO HINH THUC TAN CONG MANG:

C6 thé tin cong mang theo mot trong cac hinh thic sau déy:
4.1.1 Dwa vao nhitng 16 hong bdo mt trén mang:

Nhiing 16 hong nay c6 thé cac diém yéu cua dich vu ma hé thong d6 cung cap,
vi du nhimg ké tan cong loi dung cac diém yéu trong cac dich vu mail, ftp, web...
dé xam nhép va pha hoai.

Céc 15 hdng nay trén mang la cac yéu diém quan trong ma ngudi dung, hacker
dira d6 dé tin cong vao mang. Cac hién twong sinh ra trén mang do cac 16 hong nay
mang lai thuong 1a : sy ngung tré cia dich vu, cip thém quyén déi véi cac user hoic
cho phép truy nhap khong hop phap vao hé thong.

Hién nay trén thé giéi c6 nhiéu cach phan loai khac nhau vé 16 hong ciia hé
théng mang. Dudi ddy 1a cach phan loai sau ddy duoc sir dung phd bién theo mirc
d6 tac hai hé thong, do B6 qudc phong My cong bd nam 1994.

a. Cac 156 héng loai C

Cac 16 héng loai nay cho phép thuc hién cic phuong thirc tan cong theo DoS
(Denial of Services - Tir chdi dich vu). Mtrc d6 nguy hiém thap, chi anh huong téi
chat luong dich vu, c6 thé 1am ngung tré, gian doan hé thdng; khong 1am pha hong
dir liéu hodc dat duoc quyén truy nhap bat hop phap

DoS 1a hinh thirc tin cong sir dung cac giao thirc & ting Internet trong bd giao
thirc TCP/IP dé lam hé thong ngung tré dan dén tinh trang tir chdi nguoi st dung
hop phap truy nhap hay sir dung hé thong. Mot s6 luong 16m cac goi tin duge gii t6i
server trong khoang thoi gian lién tuc 1am cho hé théng tro nén qua tai, két qua 1a
server dap timg cham hoic khong thé dap ung cac yéu cau tir client giri toi.

Mot vi du dién hinh cta phwong thirc tin céng DoS 1a vao mot s Web Site 16n
lam ngung tré hoat dong ctia web site nay: nhu www.google.com, www.ebay.com,
www.yahoo.com v.v...
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Tuy nhién, mitc d6 nguy hiém cua cac 16 hong loai nay duoc xép loai C; it nguy
hiém vi chung chi 1am gian doan cung cdp dich vu cta hé thong trong mot thoi gian
ma khong 1am nguy hai dén dit liéu va nhiing ké tin cong ciing khong dat dugc
quyén truy nhdp bat hop phap vao hé thong.

b. Céc 15 hong loai B

Céc 156 hong cho phép ngudi sir dung c6 thém cac quyén trén hé théng ma khong
can thyc hién kiém tra tinh hop 1&. Ddi véi dang 16 hong nay, mirc d6 nguy hiém &
muirc do trung binh. Nhiing 16 hong nay thudng cé trong cac tng dung trén hé théng;
¢6 thé dan dén mat hoac 10 thong tin yéu cAu bao mat.

Céc 16 hong loai B c6 muc do nguy hiém hon 16 hong loai C, cho phép ngudi str
dung ndi bd c6 thé chiém duoc quyén cao hon hodc truy nhip khong hop phap.

Nhiing 16 hong loai nay thuong xuat hién trong cac dich vu trén hé thong. Nguoi
st dung cuc bo duogc hiéu 12 ngudi di c6 quyén truy nhap vao hé théng voi mot sd
quyén han nhat dinh.

Mot s6 16 hong loai B thudng xuat hién trong cac ung dung nhu 16 hong cua
trinh SendMail trong hé diéu hanh Unix, Linux... hay 15i tran bo dém trong cac
chuong trinh viét bang C.

Nhitng chuong trinh viét bang C thuong st dung mot ving dém, 13 mot ving
trong bd nhd sir dung dé luu dir liéu trude khi xir Iy. Nhitng ngudi 1ap trinh thuong
st dung vung dém trong b0 nhd trude khi gan mot khoang khong gian by nhé cho
ting khéi dit liéu. Vi du, nguoi str dung viét chuong trinh nhap trudng tén nguoi st
dung; qui dinh truong nay dai 20 ky tu.

Do d6 ho s€ khai bao:
char first name [20];

Véi khai bao nay, cho phép nguoi sir dung nhap vao t6i da 20 ky tw. Khi nhip
dir li€u, trudc tién dir liéu duoc luu & vung dém; néu nguoi st dung nhap vao 35 ky
tu; s€ xay ra hién tuong tran viung dém va két qua 15 ky tu du thira sé nam & mot vi
tri khong kiém soat dugc trong bo nhd. D6i v6i nhimg ké tin cong, c6 thé loi dung
16 hong nay dé nhap vao nhimng ky tu dac biét, dé thuc thi mot s6 1énh dic biét trén
hé thong. Thong thudng, 16 hong nay thuong duoc loi dung bdi nhitng nguoi st
dung trén hé théng dé dat dugc quyén root khong hop 18.

Viéc ki€m soat chat ché cau hinh hé thong va cac chuong trinh sé han ché dugc
cac 10 hong loai B.
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c. Céc 16 hdng loai A

Céc 15 hong nay cho phép nguoi str dung & ngoai co thé truy nhap vao hé thong
bat hop phap. L6 hong nay rat nguy hiém, c6 thé 1am pha huy toan bo hé théng.

Cac 16 héng loai A c6 muc d6 rat nguy hiém; de doa tinh toan ven va bao mét
ctia hé thong. Cac 16 hong loai nay thudng xuét hién & nhiing hé thong quan tri yéu
kém hodc khong kiém soat duge ciu hinh mang.

Nhiing 16 hong loai nay hét sttc nguy hiém vi ndé da ton tai san c6 trén phan
mém st dung; ngudi quan tri néu khong hiéu sau vé€ dich vu va phan mém st dung
s€ c0 thé bd qua nhitng di€m yéu nay.

Déi v6i nhitng hé thong cil, thuong xuyén phai kiém tra cac thong bao ciia cac
nhom tin vé bao mat trén mang dé phat hi¢n nhiing 16 héng loai nay. Mot loat cac
chuong trinh phién ban cii thudng sir dung cé nhiing 16 hong loai A nhu: FTP,
Gopher, Telnet, Sendmail, ARP, finger...

Anh hwéng ciia cdc 16 héng bio mdt trén mang WLAN

Phén trén chung ta dd phan tich mot sb truong hop c6 nhimg 16 hong bao
mat, nhimng ké tdn cong co thé lgi dung nhiing 16 hong nay dé tao ra nhiing 16 hong
khéc tao thanh mét chudi mét xich nhimg 16 héng. Vi du, mot ké pha hoai muén
xam nhap vao hé thong ma anh ta khong c6 tai khoan truy nhap hop 16 trén hé thong
d6. Trong truong hop ndy, trudc tién ké pha hoai s& tim ra cac diém yéu trén hé
théng, hoac tir cac chinh sach bao mat, hodc s dung cac cong cu do xét thong tin
(nhu SATAN, ISS) trén hé théng d6 dé dat duoc quyén truy nhap vao hé thong. Sau
khi muc tiéu thtr nhat da dat dugc; ké pha hoai 6 thé tiép tuc tim hiéu cac dich vu
trén hé théng, nam bét duoc cac diém yéu va thuc hién cac hanh dong pha hoai tinh
vi hon.

Tuy nhién, khéng phai bat ky 156 hong bao mét nao cing nguy hiém dén hé
thong. C6 rat nhiéu thong bao lién quan dén 16 hong bao mat trén mang WLAN, hau
hét trong s6 d6 1a cac 16 hong loai C, va khong dic biét nguy hiém dbi voi hé théng.
Vi dy, khi nhitng 15 hong vé sendmail dugc thong béo trén mang, khong phai ngay
lap tic anh hudng trén toan bd hé théng. Khi nhitng thong bao vé 16 hong dugc
khang dinh chic chin, cac nhom tin s& dwa ra mot sé6 phuong phap dé khic phuc hé
thong.

Dua vao ké hd cua cac 16 hdng nay, ké x4u s& xay dung cac hinh thirc tan
cong khac nhau nham khong ché va nim quyén kiém soat trén mang. Cho dén nay,
cac hacker da nghi ra khong biét bao nhiéu kiéu tan cong tir xa qua mang khéac nhau.
M&i cudc tin cong thudng mo dau bang viée truc tiép hodc gian tiép chui vao mot
hodc nhiéu may tinh dang ndi mang ctia nguoi khac. Sau khi di vao duoc hé thong
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mang, hacker c6 thé di dén cac bude khac nhu xem trom, 14y cip, thay dbi va thim
chi pha huy dir li¢u hodc lam treo cac hoat dong cia mot h¢ théng thong tin dién tur.
Cac hacker ciing c6 thé gai biy nhiing ngudi sir dung thiéu canh giac hodc danh Lira
nhimg hé théng thong tin kém phong bi. Chang han, ching suu tim cac dia chi
email va giri thu kém virus dén d6 hodc 1am nghén tac mang bang cach giri that
nhiéu cac bic thu dién tir dén cung mot dia chi. P61 khi cac hacker xdm nhép vao
mot mang may tinh nao ma no phat hién ra 16i va dé lai thong bao cho ngudi quan
tri mang, t& hon nita 13 chiing cai virus hodc phdn mém nao d6 dé theo ddi va iy di
nhimg thong tin ndi bd. Dudi day 1a mot sé ky thuat tin cong mang chu yéu da
dugc st dung nhiéu trén thuc té.

4.1.2 Sir dung cdc cong cu dé phd hoai:

Vi du sir dung cac chuong trinh pha khéa mat khau dé truy cap vao hé thong bat
hop phap;lan truyén virus trén hé théng; cai dit cac doan ma bat hop phap vao mot
s6 chuong trinh.

Nhung ké tin cong mang ciing c6 thé két hop ca 2 hinh thirc trén v6i nhau dé
dat duoc muc dich.

- Miec 1: Tan cong vao mot s6 dich vu mang : nhu Web, Email... dan dén
cac nguy co 1 cac thong tin vé cau hinh mang. Cac hinh thirc tan cong & muc do
nay c6 thé dung D6 hoac spam mail.

- Muc 2: K¢ phé hoai dung tai khan cua nguoi dung hop phap dé chiém doat
tai nguyén hé théng ( dua vao cac phuong thirc tin cong nhu bé khoa, danh cip mat
khau...); ké pha hoai c6 thé thay ddi quyén truy cap hé théng qua cac 16 hong bao
mat hodc doc cic thong tin trong tip tin lién quan dén truy nhap hé théng nhu
/etc/paswd

- Tu mutc 3 dén muc 5: Ké pha hoai khong sir dung quyén ctia ngudi dung
thong thudng ma c6 thém mot sé quyén cao hon ddi v6i hé théng, nhu quyén kich
hoat mét s6 dich vu, xem xét cac thong tin khac trén hé théng.

- Muc 6: Ké tin cong chiém dugc quyén root trén hé thong.

4.2 Co 56 chuin IEEE 802.11:

Chuan IEEE 802.11 dinh nghia 16p vat Iy (PHY) va 16p diéu khién truy cap
moi trudng (MAC) cho cac mang WLAN. N6 dinh nghia 16p vat Iy hoat dong & tdc
d6 dir liéu 1Mbps va 2 Mbps trong bang tin RF 2.4 GHz va trong hong ngoai (IR).
Chuan IEEE 802.11 12 mét thanh vién ctia ho chuan IEEE 802 dugc phat hanh boi
IEEE ma gdém chuan IEEE 802.3 (Ethernet) va chuan IEEE 802.5 (Token Ring). N6
duoc mé rong hai lan vao nim 1999 thanh chuin IEEE 802.11a dinh nghia 16p vat
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Iy cho bang 5GHz ¢ téc do 54 Mbps, va chuan IEEE 802.11b dinh nghia 16p vat 1y
cho bang 2.4 GHz & téc d6 5.5 va 11 Mbps.

Muc dich cta chuin IEEE 802.11 nhu IEEE dinh nghia 13 "dé cung cap két
ndi khong day tdi cac thiét bi, hodc cc tram tu dong ma yéu cau trién khai nhanh,
va xach tay hodc cAm tay, hodc duoc gin 1én cic phuong tién chuyén dong bén
trong mot vung".

4.2.1 Lop vat ly
Chuan IEEE 802.11 quy dinh cac 16p vat Iy nhu bang 2.1.

Bing 3.1. So sanh cdc 16p vit Iy ciia chudn IEEE 802.11.

Chuan T51’1 0 v Hong ngoai Co ché Técc?rc; ((lif:iliéu
tuyén (RF) (IR) (l\./lbp;)
IEEE 802.11 2.4 GHz DSSS 2
IEEE 802.11 2.4 GHz FHSS 2
IEEE 802.11 850-950nm |IR 2
IEEE 802.11a | 5 GHz OFDM 54
IEEE 802.11b | 2.4 GHz DSSS 11

Hé thdng trai phd nhay tin FHSS 2.4 GHz va hé thong IR cua chuan IEEE
802.11 it khi duoc sir dung. Lop vat Iy OFDM 5 GHz c6 pham vi han ché (x4p xi
15m) nén né it dugc sir dung. Pa sb cac san pham hién tai thyc hién cong nghé trai
phé chudi truc tiép (DSSS) theo chudn IEEE 802.11b & tbc do dir liéu 1én trén téi 11
Mbps do loi thé kha ning thuc hién va gia thanh cta né.

Muc dich ctia cong nghé trai phd 1a ting thém thong lugng va do tin ciy cua
truyén dan bang cach sir dung nhiéu dai tan. DSSS hoat dong bang cach chuyén doi
mdi bit truyén thanh mot chudi "chip" ma thyc chat 1a mot chudi s6 1 va 0. Sau d6
chip nay duoc giri song song qua mot dai tan rong. Vi sir dung nhiéu dai tdn, nén né
ting cuong do tin cdy truyén dan khi co giao thoa. Va mdi bit dugc biéu dién boi
mot chudi chip, nén néu phan nao d6 ciia chudi chip bi mat vi giao thoa, thi gan nhu
phan chip nhan dugc s& van da dé phan biét bit gbc.

4.2.2 Diéu khién truy cdp moi truong (MAC)

Trong khi 16p vat 1y chuan IEEE 802.11 khic véi chuan IEEE 802.3
Ethernet, thi chi ti€u ky thuat cia MAC tuong tu nhu chi tiéu k§ thuat cia MAC
Ethernet chuan IEEE 802.3 cong voi Diéu khién lién két Logic (LLC) chuin IEEE
802.2, n6 1am cho khong gian dja chi MAC chuan IEEE 802.11 thich hop véi khong
gian dja chi MAC cua cic giao thirc IEEE 802. Trong khi MAC Ethernet chuan
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IEEE 802.3 thuc chit 1a CSMA/CD - da truy cdp nhay séng mang phat hién xung
dot, thi MAC chuan IEEE 802.11 1a CSMA/CA - da truy cap nhay song mang tranh
xung dot. Sy khac nhau nay 1a do khong c6 phuong cach thiét thyc dé truyén va
nhan cing lac trén méi trudng khong diy (méi trudong WM). CSMA/CA cb ging
tranh cic va cham trén méi truong WM bang cach dit mot khoang thoi gian thong
tin trong mdi khung MAC, dé cic tram thu xac dinh thoi gian con lai ciia khung trén
moi truong WM. Néu khoang thoi gian ctua khung MAC trude da hét va mot kiém
tra nhanh trén moi trudng WM chi ra ring n6 khong bén, thi tram truyén dugc phép
truyén. Bang cach nay, né cho phép noi giri truyén bat ky lic nao ma méi trudng
khong ban.

4.2.3 So sinh kiéu Co s6 ha tang va kiéu Ad Hoc

C6 hai phuong phap 1am viéc khac nhau cho thiét bj chuan IEEE 802.11: Ad
Hoc (tap hop cac dich vu co ban ddc lap, IBSS) va Co so ha tcing (tap hop céc dich
vu dugc mo rong, ESS). Mot mang Ad Hoc thong thuong 1a mot mang tdn tai trong
mot thot gian hitu han gitra hai hodc nhiéu hon hai thiét bi vo tuyén ma khong duoc
nbi thong qua mot diém truy cap (AP) téi mot mang ndi day. Vi du, hai nguoi ding
laptop mudn chia sé cac file s& thiét 1ap mot mang Ad Hoc st dung cac card NIC
thich hop chuan IEEE 802.11 va chia sé cac file qua méi truong WM ma khong can
phuong tién truyén thong ngoai nao (nhu dia mém, cac card flash).

Kiéu Co s¢ ha tcfng gia thiét c6 mit mot hodc nhiéu hon cidc AP bic cau
phuong tién truyén thong khong ddy véi phuong tién ndi day truyén thong (hinh
2.1). AP diéu khién viéc ching thyuc va lién két tram t6i mang khong day. Nhiéu AP
dugc nbi boi mot hé phan phdi (DS) dé mé rong pham vi ciia mang khong day ra
nhiéu vung 16n hon. Trong céc cai dat tiéu biéu, DS don gian la co s¢ ha tﬁng mang
IP hién hiru. V61 muc dich bdo mat, nguoi ta thuong sir dung cdc mang LAN 4o
(VLAN) dé tach riéng luu thong mang khong day véi luu thong mang khac trén DS.
Mic du chuan IEEE 802.11 cho phép cac tram vo tuyén lién két chuyén mach dong
tir diém truy cap nay dén diém truy cap khac, nhung n6 khong diéu khién cach tram
thuc hién. Két qua 13, cac thi hanh cta nha cung cép khéac nhau néi chung khong
twong tdc voi nhau trong ngu canh nay. Tai thot dlem hién nay, kha nang thuc hién
kiéu hoat dong nay yéu cau mét giai phap nha cung cap don.
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Hinh 4.1. So sanh kiéu Ad Hoc va kiéu co s¢ ha tang.

4.2.4 Lién két va Chieng thure

Chuan IEEE 802.11 dinh nghia mét tram cudi 1a anh xa AP dé cac tram khac
trén mang ndi day va mang khong diy c6 phuong tién dé giao tiép voi tram cudi.
Anh xa nay duoc goi "lién két". Trong khi cac tram cudi dugc phép lién két dong
dén cac AP khac, thi tai bat ky diém cho trudc mot tram cudi chi dugce lién két dén
mot AP. Mot tram cudi "duge lién két" voi mot AP kha giéng voi mot tram cudi
Ethernet dugc dat vao trong cau ndi (bridge) ciia mdt switch. Khong co6 co ché nay,
AP khéng c6 cach xac dinh dé thuc day cac khung nhan duge trén cong Ethernet t&i
cong khong day hay khong.

Lién két 1a mot qué trinh ba trang thai: (1) khéng dwogc lién két va khong
duoc xac thuc; (2) khong dugc lién két nhung duogc xac thuc; (3) duoc lién két va
duoc xac thuec.

Céc ban tin di qua trong thoi gian thyc hién cac budc nay dugc goi 1a céac
khung quan ly. Diéu quan trong trong qua trinh nay 1a lién két s& khong xay ra cho
dén khi chimg thuc xay ra. Su ching thuc theo chuin IEEE 802.11 duoc néi ky
trong phan 4.2.3.

4.3 CAC MUC BAO VE AN TOAN MANG:
Vi khong c6 mét giai phap an toan tuyét déi nén ngudi ta thudng phai st dung

nhiéu murc bao v¢ khac nhau tao thanh nhiéu 16p "rao chan" déi voi hoat dong xam
pham. Viéc bao v€ thong tin trén mang chu yéu la bao v¢ thong tin cat gitr trong cac

SVTH: Nguyén Vin Hung — Bui Xuan My Trang 40



Tim hiéu vé Wireless LAN & Thiét ké mé hinh mang GVHD: Nguyén Tran Tuén Anh

may tinh, dac biét 1a trong cac server cua mang. Hinh sau mé ta cac 16p rao chan
thong dung hién nay dé bao v¢ thong tin tai cdc tram cua mang.

INFORMATION >

Hinh 2 - Cac mirc dp bao vé mang

Access rights
login/password
data encrytion
Physical protection
firgwalls

Nhu hinh minh hoa trong hinh trén, cac 16p bao vé thong tin trén mang gom

- L6p bao vé trong cung 1a quyén truy nhap nham kiém soét cac tai nguyén ( &
day 1a thong tin) ctia mang va quyén han ( c6 thé thyc hién nhimng thao tac gi) trén
tai nguyén d6. Hién nay viéc kiém soat & mirc ndy dugc 4p dung sdu nhat d6i véi
tep

- L6p béao vé tiép theo 13 han ché theo tai khoan truy nhap gom ding ky tén/ va
mat khau twong tng. Day 1a phuong phap bao vé phd bién nhat vi né don gian, it
tén kém va cling rat c6 hiéu qua. Mdi ngudi sit dung mudn truy nhap duoc vao
mang sir dung céc tai nguyén déu phai dang ky tén va mat khau. Nguoi quan tri hé
théng co trach nhiém quan 1y, kiém soat moi hoat dong ctia mang va xac dinh quyén
truy nhép cia nhirng ngudi st dung khac tuy theo thoi gian va khong gian.

- L6p thir ba 1a sir dung cac phuwong phap mé hoa (encrytion). Dit liéu dugc bién
ddi tur dang " doc dugc" sang dang khong " doc dugc" theo mot thuat toan nao
d6. Ching ta s€ xem xé&t cac phuong thure va cac thudt todn ma héa dugce su
dung phd bién ¢ phan dudi day.

-Lép tht tu: 13 bao vé vat 1y ( physical protection) nham ngin can cac truy
nhap bat hop phap vao hé thongd. Thuong dung cac bién phép truyén thong
nhu ngin cdm ngudi khong co nhiém vu vao phong dit may, ding hé thong
khoéa trén may tinh, cai dat cac hé théng bdo dong khi c6 truy nhdp vao hé
thong..

- Lép thtr ndm: Cai dat cac hé thong tuong lira (firewall), nham ngan chin ca
tham nhap trai phép va cho phép loc cac goi tin ma ta khong mudn giri di hoic
nhan vao vi mét ly do nao do.
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4.4 Co so bdo mdt mang WLAN:

Chuén IEEE 802.11 ¢6 vai dic tinh bao mat, nhu hé théng mé va cac kiéu
ching thuc khéa dung chung, dinh danh dit dich vu (SSID), va gidi thuat WEP.
Mbi dic tinh cung cép cac muc d§ bao mat khac nhau va ching dugc gidi thi¢u
trong phan ndy. Phan nay ciing cung cap thong tin vé& cach dung anten RF dé han
ché lan lan truyén trong moi truong WM.

4.4.1 Gidi han lan truyén RF

Trudce khi thyc hién cac bién phap bao mat, ta can xét cac van dé lién quan
v6i lan truyén RF do cac AP trong mot mang khong day. Khi chon tdt, viéc két hop
may phat va anten thich hop 13 mot cong cu bao mat cé hiéu qua dé giéi han truy
cap téi mang khong day trong vung phu song dinh trude. Khi chon kém, s€ mé rong
mang ra ngoai ving phi song dinh trudc thanh nhiéu ving phu séng hodc hon nita.

Cac anten co6 hai dac tinh chu yéu: tinh dinh huéng va do khuéch dai. Cac
anten da hudng cé vung phu song 360 dg, trong khi cac anten dinh hudng chi phu
song trong vung han ché (hinh 3.2). Do khuéch dai anten duoc do béng dBi1 va duoc
dinh nghia 1a sy ting cong sudt ma mot anten thém vao tinh hiéu RF.

Ommni-directional
amenna

Patch antenna

Directional Yagi \\\_
antenna R

: |

Hinh 4.2. Cdc mau lan truyén RF ciia cdc anten phé bién.

4.4.2 Dinh danh thiét Igp Dich vu (SSID)

Chuan IEEE 802.11b dinh nghia mot co ché khac dé gidi han truy cap: SSID.
SSID 14 tén mang ma xac dinh ving duoc phu séng boi mot hoic nhiéu AP. Trong
kiéu st dung phd bién, AP lan truyén dinh ky SSID cta n6 qua mdt dén hiéu
(beacon). Mot tram vo tuyén mudn lién két dén AP phai nghe cac lan truyén do6 va
chon mot AP deé lién két véi SSID cua né.

Trong kiéu hoat dong khac, SSID dugc sir dung nhu mdt bién phép bao mat
bang cach dinh ciu hinh AP dé khong lan truyén SSID cta né. Trong kiéu nay, tram
vO tuyén mudn lién két dén AP phai sdn c6 SSID di dinh céu hinh gidng véi SSID

SVTH: Nguyén Vian Hung — Bui Xuan My Trang 42



Tim hiéu vé Wireless LAN & Thiét ké mé hinh mang GVHD: Nguyén Tran Tuén Anh

ciia AP. Néu cac SSID khéc nhau, cac khung quan 1y tir tram vo tuyén gui dén AP
s& bi loai bo vi chiing chira SSID sai va lién két s& khong xay ra.

Vi cac khung quan 1y trén cic mang WLAN chuan IEEE 802.11 luén luén
dugc guri dén 16 rang, nén kiéu hoat dong nay khong cung cip muc bao mat thich
hop. Mot ké tin cong dé dang “nghe” cac khung quan 1y trén méi truong WM va
kham pha SSID cua AP.

4.4.3 Cic kiéu Chirng thuc

Trude khi mot tram cudi lién két véi mot AP va truy cap toi mang WLAN,
n6 phai thyc hién ching thyc. Hai kiéu ching thuc khach hang duoc dinh nghia
trong chuan IEEE 802.11: hé thong mé va khoéa chia sé.
4.4.3.1 Chieng thue hé thong mé

Chung thuc hé théng md (hinh 2.3) 12 mot hinh thirc rat co ban cta chimg
thuc, no gém mot yéu cau chtirng thyc don gian chira ID tram va mot dap lai chiing
thuc gém thanh cong hoac that bai. Khi thanh cong, ca hai tram dugc xem nhu dugc
xac nhan voi nhau.

—7
WLAN Client —— / /
- — Access

Point
authentication request

>

authentication response
>

Hinh 4.3. Chung thuc hé tho”'ng mo.

4.4.3.2 Chirng thuc khoa chia sé

Chtng thyc khoéa chia sé (hinh 4.4) dugc xdc nhan trén co s& ca hai tram
tham gia trong qua trinh chimg thue c6 cing khoa “chia s¢”. Ta gia thiét ring khoa
nay da duoc truyén téi ca hai tram subt kénh bao mat nao d6 trong moi truong WM.
Trong cac thi hanh ti€u biéu, chung thyc nay dugc thiét 1ap thu cong trén tram
khach hang va AP. Cac khung thir nhét va tht tu cia ching thuc khoa chia sé tuong
tur nhu cac khung c6 trong chung thuc hé thong mé. Con cic khung thtr hai va
khung thtr ba khac nhau, tram xac nhan nhédn mdt goi van ban yéu cau (duoc tao ra
khi str dung bd tao sb gia ngiu nhién giai thuat WEP (PRNG)) tir AP, mat ma hoa
n6 sir dung khoa chia sé, va giri né trd lai cho AP. Sau khi giai ma, néu van ban yéu
cau phu hop, thi chting thuc mot chiéu thanh cong. Pé ching thuc hai phia, qua
trinh trén dugc lap lai ¢ phia ddi dién. Co sé nay 1am cho hau hét cac tin cong vao
mang WLAN chuan TEEE 802.11b chi cAn dua véao viéc bat dang mat ma hoa cua
mot dap ung biét trudc, nén dang chung thuc nay 1a mot lya chon kém hi¢u qua. N6
cho phép cac hacker lay thong tin dé danh d6 mat ma héa WEP va d6 ciing 1a 1y do
tai sao chimg thuc khoéa chia sé khong bao gio khuyén nghi.
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St dung chung thyc md 14 mot phuong phap bao vé dir liéu tét hon, vi né
cho phép ching thuc ma khong c6 khoa WEP diing. Bao mat gidi han van duoc duy
tri vi tram s& khong thé phat hodc nhan dir liéu chinh xac véi mot khoa WEP sai.

@ WLAN Client ——/ /[

Access
Point
authentication request
>
challenge text
encrypted challenge text
>

authentication respose

> |
Hinh 4.4. Chung thuc khoa chia sé.

4.4.4 WEP

WEP dugc thiét ké dé bao vé nguoi duing mang WLAN khoi bi nghe trom

tinh co va no6 ¢o cac thudc tinh sau:
® Mit mi h6a manh, dang tin ciy. Viéc khoi phuc khoa bi mat rat kho khan.
Khi d6 dai khéa cang dai thi cang kho dé khoi phuc.
5 Ty dong bd hoa. Khong can giai quyét mat cac goi. Mbi goi chira dung
thong tin can dé gii ma né.
® Hiéu qui. N6 dugc thuc hién dang tin ciy trong phan mém.

Giai thuat WEP thyuc chat 13 giai thuat giai m3 héa RC4 cua Hiép hoi Bao
mat DT liéu RSA. N6 duoc xem nhu 1a mot giai thuat doi xing vi st dung cung
khoa cho mat mi hoa va giai mat ma UDP (Protocol Data Unit) vin ban goc. Moi
khi truyén, vian ban goc XOR theo bit véi mot ludng khoa (keystream) gia ngau
nhién dé€ tao ra mot van ban dugc mat ma. Qua trinh giai mat ma nguoc lai.

Giai thuat hoat dong nhu sau:
s Tagia thiét réng khoa bi méat da dugc phan phéi t6i ca tram phat 1an tram thu
theo nghia bao mat nao do.
¥ Tai tram phat, khoa bi mat 40 bit duge moc nbi véi mot Vecto Khoi tao (IV)
24 bit dé tao ra mot seed (hat giéng) cho dau vao b6 PRNG WEP.
5 Seed dugc qua bd PRNG dé tao ra mot ludng khoa (keystream) 1a cac octet
gia ngau nhién.

® Sau d6 PDU vin ban gdc duoc XOR véi keystream gia ngiu nhién dé tao ra
PDU van ban mat ma hoa.
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® PDU vian ban mat ma hoa nay sau d6 dugc moc noi voi IV va duge truyén
trén moi truong WM.

% Tram thu doc IV va mdc ndi nd voi khoa bi mat, tao ra seed ma né chuyén
cho bo PRNG.

® Bo6 PRNG ciia may thu can phai tao ra keystream dong nhét dugc st dung
boi tram phat, nhu vay khi nao dugc XOR v6i van ban mat ma hoéa, PDU van
ban goc duoc tao ra.

PDU vin ban gbc duogc bao vé bang mot ma CRC dé ngan ngira can thiép
ngu nhién vao vin ban mat ma dang van chuyén. Khong may 1a khong co bat ky
cac quy tic nao ddi voi cach sir dung cua IV, ngoai trir néi rang IV duogc thay doi
"thuong xuyén nhu méi MPDU". Tuy nhién, chi tiéu ky thuat da khuyén khich cac
thue thi dé xem xét cac nguy hiém do quan 1y IV khéng hiéu qua.

4.4.5 WPA (Wi-Fi Protected Access)

Nhan thiy duoc nhitng khé khin khi nang cap 1én 802.11i, Wi-Fi Alliance da dua
ra giai phap khac goi 1a Wi-Fi Protected Access (WPA). Mot trong nhiing cai tién quan
trong nhat cia WPA 13 sit dung ham thay d6i khoa TKIP (Temporal Key Integrity
Protocol). WPA ciing sir dung thut toan RC4 nhu WEP nhung ma hoa day du 128 bit.
Va mét dic diém khac 1a WPA thay doi khod cho mdi goi tin. Cac cong cu thu thap cac
6i tin dé pha khoa ma hoa déu khéng thé thuc hién duoc véi WPA. Boi WPA thay dbi
khod lién tuc nén hacker khong bao gio thu thap du dit liéu mau dé tim ra mat khau.
Khéng nhimg thé, WPA con bao gom kiém tra tinh toan ven cua thong tin (Message
Integrity Check). Vi vay, dit liéu khong thé bi thay do6i trong khi dang ¢ trén duong
truyén. Mot trong nhirg diém hip dan nhit cia WPA 1a khong yéu cau nang cip phan
cimg. Cac nang cap mién phi vé phan mém cho hau hét cac Card mang va diém truy
cap sir dung WPA rat d& dang va c6 san. Tuy nhién, WPA ciing khong hd tro cac thiét
bi cAm tay va may quét ma vach.

WPA c6 san 2 lya chon: WPA Personal va WPA Enterprise. Ca 2 lya chon nay
déu st dung giao thirc TKIP va su khac biét chi 1a khoa khdi tao ma hoa luc dau. WPA
Personal thich hop cho gia dinh va mang van phong nho, khoa khoi tao sé dugc st
dung tai cac diém truy cap va thiét bi may tram. Trong khi d6, WPA cho doanh nghiép
can mdt may chua xac thuc va 802.1x dé cung cap cac khoa khai tao cho mdi phién lam
viéc. Trong khi Wi-Fi Alliance da dua ra WPA, va dugc coi 1a loai trir moi 16 héng dé
bi tAn cong ciia WEP nhung nguoi str dung van khong thuc sy tin tudng vao WPA. Co
mot 16 hong trong WPA va 16i nay chi xdy ra véi WPA Personal. Khi ma sir dung ham
thay ddi khoa TKIP dugc st dung dé tao ra cac khoa ma hoa bi phat hién, néu hacker
¢6 thé doan dugc khoda khoi tao hodc mot phén ctia mat khau, ho c6 thé xac dinh duogc
toan bd mat khau, do do6 c6 thé giai ma dugc dir li€u. Tuy nhién, 16 héng nay cling s€ bi
loai bo bang cach sir dung nhitng khoa khoi tao khong dé doan. Piéu nay ciing c6 nghia
rang ki thuat TKIP cia WPA chi 1a giai phap tam thoi, chua cung cap mét phuong thic
bao mat cao nhat. WPA chi thich hop voi nhimg cong ty ma khong khong truyén dir

SVTH: Nguyén Vin Hung — Bui Xuan My Trang 45



Tim hiéu vé Wireless LAN & Thiét ké mé hinh mang GVHD: Nguyén Tran Tuén Anh

liéu "mat" vé nhitng thwong mai, hay cac thong tin nhay cam... WPA ciing thich hop
v6i nhitng hoat dong hang ngay va mang tinh thtr nghiém cong nghé.
4.5 Trang thdi bao mdt mang WLAN:

Chuan IEEE 802.11b di hinh thanh dudi su khuyén khich tir nhiéu huéng.
C6 nhiéu tai liéu cta cac nha nghién ctru khac nhau da chi ra cac 16 hong bao mat
quan trong trong chuan. Ho chi ra rang giai thuat WEP khong hoan toan di dé cung
cap tinh riéng tu trén mot mang khong day. Ho khuyén nghi:

5 Cac 16p lién két dé xuat khong duoc bao mat.
% St dung cac co ché bao mét cao hon nhu IPsec va SSH, thay cho WEP.

® Xem tit ca cac hé théng duoc ndi qua chuan IEEE 802.11 nhu 13 phan ngoai.
Dit tat ca cac diém truy cap bén ngoai birc tuong lira.

® Gia thiét ring bt c ai trong pham vi vat 1y déu c6 thé lién lac trén mang
nhu mot ngudi dung hop 1&. Nhé rang mot d6i thii canh tranh ¢ thé ding mot
anten tinh vi voi nhiéu ving nhan séng rong hon ¢ thé dugc tim thiy trén mot
card PC chuan IEEE 802.11 tiéu biéu.

4.6 Cic vi du kién triic bdo mdt mang WLAN:

Céc kién tric mang WLAN sau day co nghla khi ta nghién ctru toan bd céc
cach tiép can c6 thé. N6 khong hudng vao cac vAn dé mat ma hoa 16p cao cua dit
lidu trén mdi goi trong moi trudong WM, nhu mot mang riéng ao (VPN). Trong tat
ca cac truong hop, ta gia thiét rang mot giai phap VPN duogc vu tién hon so véi cac
kién trac khac dé tang muic bao mat. Bi¢n phap bdo mat dugc thdo luan duoi day
nham bao vé sy luu thong mang duoc truyén giira cic AP va radio khach hang. Do
do, ta gia thiét réng mang ndi day hién tai da that sy dugc bao vé bo1 mot bién phap
nao do chép nhan duoc.

SSID cung cip rat it mic bao mat vi ban chit “vin ban sach” cta nd va do
d6 ta khong quan tAm dén SSID khi thao luan vé cac kién trac bao mat.

Sau day 1a mot danh sach kién trac mang WLAN va cac tan thanh ciing nhu
cac phan dbi d6i voi ching. Bang 2.2 so sanh cac dic tinh cua cac kién tric bao mat
mang WLAN.

Chutng thyuc mo khong co giai thudt WEP (hinh 4.3)

Céc tan thanh: khong c6 mao dau quan 1y; bat ky khach hang nio ciing c6 thé
lién két dén AP ma khéng c6 bat ky cAu hinh bd sung nao.

Céc chéng dbi: khong co bao mat nao khac ngoai dja chi MAC dua vao ky
thuat loc.

Churng thyc mo co giai thugt WEP (hinh 4.3)

Céc tan thanh : tinh bao mat du tot dé ngin can bat ky ké xdm pham tinh cd
nao; c6 mao dau quan 1y kha.
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Céc chdng d6i: cac khoa giai thudt WEP bi thoa hiép.
Churng thuc khoa chia se voi giai thuat WEP (hinh 4.4)

Céc tan thanh: tinh bao mat du tot dé ngan can bat ky cac ké xAm nhap nao;
c6 mao dau quan 1y kha.

Céc chong ddi: st dung mdt co ché yéu cau/dap Gmg khong bao mat; cac
khoa giai thuat WEP bi thoa hiép.

Churng thuc mo LAWN/MOWER

LAWN/MOWER 1a mét kién tric sir dung cac giao thirc chung va phan mém
ngudn mé dé tach ngudi dung trén mang WLAN ra khoi mang cho dén khi ho dugc
xac nhan béi mot hé théng tinh toan. Mot khi duoc xac nhén, cac quy tdc dugc thém
vao router n6 cho phép khach hang giao tiép trong mang ndi diy. Nhu mot bién
phap bao mat bo sung, dia chi MAC va IP cua khach hang dugc mi hoa chét cimg
trong cache nhd MOWER ARP.

Céc tan thanh: dgc 13p (chi B0 trinh duyét c6 kha nang SSL duoc yéu cﬁu);
dua vao phﬁn mém nguén mé& san co tu do; ching thuc kha manh mé& (SSL va
Kerberos 128 bit).

Céc chong d6i: khong co truy cap ngoai mang WLAN ma khong co chimg
thuc.

Cong Gateway Firewall khéng ddy Ames ciia NASA (WFG)

WFG tuong ty vd6i LAWN/MOWER chi co diéu co s& dit liéu trén nén
RADIUS thay vi trén nén Kerberos. WFG duoc thiét ké quanh mot nén don c6 kha
nang dinh Myén, loc g6i, chung thyc, va DHCP. N6 hoat dong béng cach gan cac
dja chi IP sudt DHCP, x4c nhan cac nguoi dung qua mot trang Web dugc mat ma
hoa SSL, cho phép truyén thong cho IP chung thuc thong qua cong gateway, va
dang nhép (logging). Khi DHCP dugc gidi phéng, dugce str dung lai, bi hét hiéu luc
hodc dugc thiét 1ap lai, WFG g& bo céc firewall theo dia chi d6. Piéu nay danh dia
chi ting phan lién quan théng qua hijacking (bat coc) mot IP dd ching thuc sau khi
nguoi dung hop phap roi mang.

Céc tan thanh: doc lap nén; dua vao phén mém nguén mo; quan tri
username/password trung tam.

Céc chong dbi: khong truy cap bén ngoai mang WLAN ma khong c6 chimg
thuec.

Cisco LEAP/RADIUS (gidi thudt WEP theo phién + Chitng thuc Mdt khau) (hinh
4.5)

Céc tan thanh: chung thyc username/password; quan tri username/password
trung tam; gidi thuat WEP theo phién c6 dugc tir bat nguon tir username/password.
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Céc chéng ddi: mic dau Cisco sé hiru nhung né dua phan 16n vao cac chuin

AAA (ngoai trir LEAP); phirc tap; khi st dung VPN véi chi phi quan 1y déng ké;
phan mém khéach hang (cac trinh diéu khién, cic phan sun, cac tién ich) c6 con 16i.

u WLAN Chent — / : - T—  RADIUS Server

Access
request: identity (EAP) Foint
< reply: identity (EAF) access request (RADIUS)
requast challenge (EAP) access challenge (RADIUS)
responsea: challenge (EAP) N access: request (RADIUS)
success (EAP) > access: accept (RADIUS)
-

WEP Key (RADIUS)

-
Key Length and Index (EAP)

-
Hinh 4.5. Chung thuec LEAP/RADIUS Cisco.

Bang 4.2. Cac dic tinh ciia cc kién triic bao mat mang WLAN.

Chirng thuc
Pic tinh mé gidi thuat | LAWN/MOWER | WFG | LEAP/RADIUS
w/WEP
Mait ma hoa goi X X
Khoéa WEP theo nguoi X
dung/theo phién
Username/password X X X
Logging (dang nhap) X X X X
boc lap nén X X X
Mao dau quan 1y thap X X
Ngudn mo X
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4.7 Bdo mdt:

Bao mat 1a mot trong cic quan tAm hang dau cia ai mubn trién khai mot
mang LAN khong day, iy ban chuan IEEE 802.11 da huéng vao vin dé nay bang
cach cung cap WEP (Wired Equivalent Privacy)

Quan tam chinh ctia nguoi dung 1a maot ké quéy ray khong c6 kha nang dé:

 Truy cép cac tai nguyén mang bang cach sir dung thiét bj mang LAN khong
day tuong tu, va

e (C6 thé chiém duoc luu thong mang LAN khong day (nghe trom)

4.7.1 Ngan ngura truy cdp toi tai nguyén mang

No6 duoc thuc hién bé“mg cach st dung mot co ché ching thuc trong d6 mot
tram can ching minh sy nhan biét khoa hién thoi, nd twong ty nhu mang LAN riéng
ndi day, no phat hién ké xam nhép (bang cach sir dung mot khoa vat 1y) dé ndi tram
1am viéc cua hin toi mang LAN nbi day.

4.7.2 Nghe trom

Viéc nghe trom duoc ngin ngira bang cach st dung giai thuat WEP, nd 1a
mdt Bo tao sb gia ngau nhién (PRNG) duoc khoi tao bdi mot khoa bi mat dung
chung. PRNG nay tao ra mot chudi khéa cac bit gia ngau nhién c6 chiéu dai bang
v6i chidu dai ctia goi 16n nhat ma dugc két hop véi goi dén/di dang tao ra goi duge
truyén trong khong gian.

Giai thuat WEP 1a mot gidi thuat don gian duoc dua vao giai thuat RC4 cua
RSA, n6 ¢6 cac thudc tinh sau:

* Do tin cdy manh mé: cac tan cong manh m¢ to1 gidi thuat nay kho thyc hi¢n
boi vi mdi khung duge giri voi mot vector khai tao (IV) dé bat dau lai PRNG
cho méi khung.

e Tu déng bo: Giai thuat dé)ng bd dwa vao mdi ban tin, né dugc can dé lam
viéc trong mdt moi truong khong két nbi, tai do céac g061 bi mét (nhu bat ky
mang LAN nao).

4.8 Kién triic khuyén nghi:

Phan nay dé xuéng mot kién traic mang WLAN dua vao cac nguyén 1y sau déy:

5 Mang khong diy duoc xem xét nhu mot mang khong bao mat ¢b hitu. Nhu
vay, nd can phai co6 firewall bén ngoai.

% Su mat ma hoda theo giai thuat WEP dé bi bé gdy v&i cac giai thuat thong
thuong, khong tin cay dé bao mat dix liéu.

S WEP cung cap it nhat mot so bao vé khoi xam nhap va né nén dugc st dung
néu co chi phi quan ly thap.

& Khi yéu cau mat ma hoa dir liéu manh, can sir dung giai phap VPN/IPsec

¥ Vi truy cdp t6i mang khong diy kho diéu khién hon so véi cac truy cap toi
mang noi1 day, nén can thuc hién bado dudng khi cung cap truy cip tor mang
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WLAN dén cac mang khéac (tham chi 13 mang Internet) ma khong c6 chimg thuc
trude.

Kién tric tong quan

Internet
WWLAN Firewall
Internal Institutional Firewall E
Metwork
VPN
Server

Hinh 4.6. Kién triic mang WLAN dwoc dé xuong.

Kién tric duoc dé xudéng (hinh 4.6) co thé thay thé mang khong day bén
ngoai firewall. Ngoéi ra, nd sﬁ’ dung cac khoa WEP tinh trong mang WLAN dé c6
chi phi quan 1y thap va cung cap mot phuong tién DO tim Xam nhap Mang (NID) dé
theo ddi cac cudc tin cong bat ngudn tir mang WLAN dén mang Internet va cac
mang khéc.

Ngudi ta khuyén nghi ring pham vi dia chi IP va tén mién ciia mang khong
day déu lién két v6i mang nodi bo hién hiru bat ky. Diéu nay s& cho phép tach cac
lru thong khong day tot hon va gitip nhan dién va loc luu thong tdi/ra khoi mang
nay.

Kién trac duoc dé xudng hop nhat hau hét cic nguyén 1y thiét ké ban dau
trong khi cho phép mot vai murc truy cdp t61 mang Internet tr mang khong - VPN,
tir nguoi dung khong duoc xac thuc. Gia sir lan truyén RF giéi han trong ving khao
sat va thiét 1ap cong suit anten va may phat thich hop, mang WLAN khong biéu
hién bét ky déu hiéu quan trong nao de doa dén mang ndi bd nhu mang Internet.

Vi roaming gitra cac AP vin nam trong mién sé hitu, nguoi ta khuyén cdo
cao rang tat ca AP phai dugc mua tir cing nha cung cap. Diéu nay s& bao dam mot
tram cudi dugc trang bi véi bat ky card NIC twong thich chuin IEEE 802.11 s&
roam giita cic AP. Ngoai ra, bat ky cai tién bao mat chuyén biét méi nao duoc gidi
thiéu yéu cau cac AP dong nhat.
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CHUONG V
THIET KE MO HINH MANG
5.1 MO HINH MANG:

0 M—

192.168.1.1/24

—— 192:168.10:1/24

192.168.2.0/24

192.168.10.0/24 192.168.110.0/24
P. Giam Boc P.Ke Toan

192:168.10.0/24

[
lf('

P.IT

Hinh 5.1: M6 hinh mang Domain

M6 hinh mang ciia cong ty gom c6:

> Mot may Domain dé quan 1y cong ty gdm céac dich vu: DHCP, DNS, ISA véi

dia chi IP 14 192.168.10.1/24 .

» Cac may client danh cho nhan vién cua cong ty c6 dia chi IP random do dich

vu DHCP cap phat tir 192.168.10.10 => 192.168.10.100/24.
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5.2. CAU HINH PHAN CUNG:

5.2.1 May Server:

May Server ding dé quan Iy va cung cdp cdc dich vu cho mdy Client.
MAINBOARD : ASUS P5QL-E .

CPU: INTEL Core 2 Quad- Q6600(2.4 Ghz) 8M cache
Bus 1066 .

RAM : 4GB DDR2 bus 800 KINGMAX.
HDD: 250GB SEAGATE Sata2. .
CASE: CASE COOLER MASTER (khong nguon co 1

quat 12 cm, nguyén liéu nhém va thép cao cép).
Power Supply: POWER COOLER MASTER 460W.
MONITOR: 16” AOC 1619SW.

CD ROM: DVD-18X ASUS (Sata).

5.2.2 May Client:
May Client dwoc coi nhw la nguoi suw dung cdc dich vu trén mang do mot

hodic nhiéu mdy chii (server ) cung cap.

MAINBOARD: ASUS P5N73-AM.

CPU: INTEL Duo Core-E5200(2.5Ghz) 2M cache Bus
800.

RAM : 1GB DDR2 bus 800 KINGMAX.

HDD: 250GB SEAGATE Sata2.

CASE : PATRIOT 450W (2 quat 8cm).

Monitor : 17 Acer AL1716WAB.

CD ROM: DVD-18X ASUS (Sata).
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5.3 CAU HINH DOMAIN CONTROLLER:

g

3

x—
*

PR

DNS Iy
DHCP L

Hinh 5.2: M6 hinh Domain-Client.

Trong mang, bat ky mdy tram nao dang chay hé diéu hanh Windows XP ciing ¢
mét nhém tai khodn ngwoi ding tao san nao dé. Néu mdy tram cé chirc nang nhuw
mét hé thong déc ldp hodc la mot phdn ciia mang ngang hang thi tai khodn nguwoi
diing mirc mdy tram (dwoc goi la tai khodn nguoi ding cuc bd) khong thé diéu
khién truy cdp tai nguyén mang. Mot Iy do khdc nita la chang han, néu may tinh ciia
mét nguoi ding bi phd hoai, ngueoi dé khéng thé dang nhdp vao mdy tinh khdc dé
lam viéc vi tai khoan ho tao chi co tdac dung trén may cii. Néu muén lam dwoc viée
anh ta sé phai tqo tai khoan moi trén may khdc.

Domain c6 nhiém vu gidi quyét cdc van dé vira néu va mét sé van dé khac nita.
Chiing sé tdp trung hod tai khodn nguwoi ding (hay cau hinh khdc, cdc doi twong
lién quan dén bdo mdt...). Diéu nay givp viéc quan tri dé dang hon va cho phép
nguoi ding ding nhdp tir bat ky mdy tinh ndo c6 trén mang (trir khi ban gi6i han
quyén truy cdp ngueoi ding).

5.3.1 CAU HINH PHIA SERVER (TAO DOMAIN TEN LA HungMy.com)

Trude khi cai dit Domain Controller, ta phai tién hanh thiét 1ap dia chi IP cho

DNS SERVER (vi khi Domain dugc cai dat thi né yéu cau dia chi DNS dé tham

chiéu trong qua trinh c4u hinh ).
- Vao Control Panel chon Network Connections, nhap phai chudt vao Local

Area Connection => Properties =>Internet Protocol(TCP/IP) chon Properties.
Cira s6 Internet Protocol (TCP/IP) Properties xuat hién. Cira s6 nay c6 chic ning dé
nguoi dung thiét 1ap dia chi IP cho mday ciing nhu thiét 1ap dia chi IP cho DNS

Server.
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Internet Protocol (TCP/IP) Properties e |

Genetal I

¥ou can get IP settings assigned automatically if vour network supporks
this capahility. Otherwise, you need ko ask your nebwork administrator
for the appropriate IP setkings.

" obtain an IF address automatically
% Use the Following IP address:

IP address: {192 168 . 10 . 1
Subnet mask: | 255 . 255 . 255 . 0
Default gateway: {192 168 . 10 . 1

£ Obtain DS server address automatically

{* Use the Following DMS server addresses:

Preferred DMS server: I 192 165 . 10 . 1

Alkernate DS server: I

Advanced, .. |

(0].4 Cancel |
¥

Hinh 5.3: Internet Protocol (TCP/IP ) Properties.
- Nhap chon vao muyc Use the Following IP Address. Ti€p theo nhdp dia chi IP

trong muc IP Addrress 1a 192.168.10.1, Subnet Mask dugc dat tuy dong. Sau do
nhap chon vao myc Use the Following DNS Server Addresses va nhap dia chi IP
cho DNS Server trong muc Preferred DNS Server. Nhap OK dé két thic.
Chu y : Dia chi IP cua DNS Server phai trung voi dia chi IP cta Server.
5.3.2 CAU HINH DOMAIN CONTROLLER
- Vao Start -> Run -> g6 dcpromo > OK.

Run 2l x|

Type the name of a program, Folder, docurment, or
Internet resource, and Windows will open it For vou.,

Dpen: I dcpromo LI

| o] 4 I Cancel I Browse, .. |

Hinh 5.4: Nhap lénh dcpromo trong Run.
- Ctra sO Active Directory Install Wizard xuat hién. Nhip Next hai lan dé tiép

tuc.
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Active Directory Installation Wizard I ﬂ

Domain Controller Type ’
Specify the role pou want this server to hawve.

Do yows weant this zerver to become a domain controller for a newe domain or an
additional domain controller for an existing domain’?

" Domain controller for & new domaire

Select thiz option to create a new child domain, new domain tiee, or new forest,
Thiz zerver will become the first domain contraller in the new domain.

" Additional domain contraller for an existing domain
;i\., Proceeding with thiz option will delete all local accounts on this server.

Al cryptographic keps will be deleted and should be exported before
continuing.

All encrppted data, such az EFS-enciypted filez or e-mail, should be decrppted
before continuing or it will be permanently inaccessible.

< Back I Mexst > I Cancel

Hinh 5.5: Domain Controller Type
- Vi cira sd Active Directory Install Wizard, nhdp chon vio Domain Controller

for a new domain dé tao mot Domain méi ro1 nhap Next dé ti€p tuc.
x|

Create New Domain ;
Select which twpe of domain to create.

Create a new:

= Domain in a hew foresk

Select thiz option if this iz the first domain in your organization or f pou want the new
domain to be completely independent of your current forest.

(" Child domain in ak existing domain tree

If pou want the new domain ko be a child of an exizting domain, select thiz option.
For example. you could create a new domain named

headquarterz. example.microzoft. com a2 a child domain of the domain

exanmple. microzoft can.

' Domain tree in an existing forest

If pou don't want the new domain to be a child of an exizting domain, select thiz
option. Thiz will create a new domain tree that i= separate from any existing trees.

< Back I ket > I Cancel

Hinh 5.6: Create New Domain.

- Nhap chon vao muc Domain in a new forest, sau d6 nhap Next d¢ ti€p tuc.
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Active Directory Installation Wizard |
Mew Domain Name /
Specify a name for the new domain.

Type the full DMS name for the new domain
[for example: headguarters. example. microsoft. com).

Eull DMS name for new domain:
IHungMy.con‘l

< Back I Mest » I Cancel |

Hinh 5.7: New Domain name.

- Nhap tén Domain 12 HungMy.com vao muc Full DNS name for new domain,

sau d6 Nhap Next dé tiep tuc.
k3

D atabase and Log Folders /
Specify the folders to contain the Active Directory databaze and log files.

Far best performance and recoverability, store the database and the log on separate
hard disks.

‘Where do you want to stare the Active Directary database?

Dratabasze folder:;

Browse. .

‘where do you want to store the Active Directory log?

Log folder;

CwWINDOWSAHTDS Browse. .. |

< Back I MNewt > I Cancel |

Hinh 5.8: Database and Log Folder.
- Dinh noi luu trit co s¢ dir li¢u cia Active Directory va thu muc chtra File Log,

sau do nhép Next dé tiép tuc. Mac dinh thi thu muc co so dit liéu va File Log dugc

luu trir trong C:\WINDOWS\NTDS.
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Active Directory Installation Wizard N x|

Shared Spstem Yolume ’
Specify the folder to be shared az the system wolume.

The SYvSYOL folder stores the server's copy of the domain's public files. The contents
of the 5v'5S%0L folder are replicated to all domain controllers in the domain.

The SYvS%0L folder must be located on an MTFS waolume.
Enter 5 location for the S%SWOL folder.

FEaolder location:

Browsze. . |

< Back l Hext » I Cancel I

Hinh 5.9: Share System Volume.
- Dinh noi luu trit thu muc SYSVOL r61 nhap Next dé ti€p tuc. Thu muc SYSVOL

luu trir tat cd céc tdp tin ma Server muodn chia sé véi cac Clients trong Domain

Controller. Mdc dinh thu myc nay dugc luu trit trong C:\WINDOWS\SYSVOL.
x
DHS5 Registration Diagnostics ;
Werfy DMS support, or ingtall DMS on this computer.

Diagnoztic Rezults -

The reqigtration diagnostic: haz been mwin 2 times.

Maone of the DS servers uzed by this computer responded within the timeout
interval.

For maore information, including stepz to comect thiz problem, see Help. I

Detailz
The S04 query for _|dap._topode._msdes. Hungkdw. com to find the primary DHS LI

™ | have comected the problem. Perform the DMS diagnostic test again.

%' |nztall and configure the DNS server on this computer, and set this computer to use
this DMS zerver az its preferred DMNS server.

™ | will comect the problem later by configuring DNS manually. [Advanced)

< Back I Hest > I Cancel

, Hinh 5.10: DNS Registration Diagnotics.
- Nhap chon vao Install and configure the DNS server on this computer and set

this computer to use this DNS server as its preferred DNS server, sau d6 nhip

Next dé tiép tuc. Cira s6 nay cho phép ban cai dat, cdu hinh va sir dung DNS server.
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Active Directory Installation Wizard B xi

Permizzions
Select default permizsions for uger and group objects.

Some server programs, such as Windows MT Bemote Access Service, read information
ztored on domain controllers.

" Permissions compatible with preXfindows 2000 server operating systems

Select thiz option If you run zerver programs on prewWindows 2000 server operating
spztemsz or on YWindows 2000 or Windows Server 2003 operating systems that are
memberz of pre-wWindows 2000 dorains.

r’i\. Anonymous users can read infarmation on this dornain.

(C iPermizsions compatible only with “windows 2000 or "indows Server 2003
ioperating systems

Select this option If you run zerver programs only on “wWindows 2000 or wWindows
Server 2003 operating systems that are memberz of Active Directory domains. Only
authenticated uzers can read information an thiz domain.

< Back I Mes=t > I Cancel I

’ Hinh 5.11: Permissions.
- Nhap chon vao Permissions compatible only with Windows 2000 or Windows

Server 2003 Operating Systems roi nhap Next dé tiép tuc. Lwa chon nay chi twong
thich voi Windows SERVER 2000 hoac Windows SERVER 2003, nghia la néu ban
chay cac chuong trinh Server trén hai hé diéu hanh nay (ma né 1 thanh vién cua
Active Directory Domain) thi nguoi dung duoc uy quyén dé doc cac thong tin trong

Domain.

Active Directory Installation Wizard x|
Directory Services Restore Mode Administrator Password ’
This pazsword iz used when pou start the computer in Directory Services Restore
IMode.

Type and confirm the password pou want to aszign to the Administratar account uged
when thiz server iz started in Directon Services Restore Mode.

The restore mode Administrator account iz different from the domain Sdministrator
account, The pazswords for the accountz might be different, zo be zure to remember

both.
Restare Mode Pazsword: I-------
LConfirm pazzword: !.......

For more information about Directory Services Restore Mode. see Active Directory Help.

< Back I Mest > I Cancel |

Hinh 5.12: Nhdp Password cho tai khoan Administrator.
- Nhap password trong muc Restore password mode va nhap lai password nay

trong muc Confirm password roi nhap Next dé tiép tuc. Pay 1a password dé ban

khéi dong céc dich vu thu muc . ,
- Bang Summary xuat hi¢n, ban nhap Next dé tién hanh cai dat.
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Active Directory Installation Wizard

The wizard iz configunng Active Directory. This process can take zeveral minutes or
conziderably longer, depending an the options you have selected.

.
B}
o

Setting the computer's DHNS computer name root to Hunghdy. com

Cancel |

Hinh 5.13: Dang tién hanh qud trinh tao Domain. 9
- Qua trinh tao Domain dang ti€én hanh. Sau khi tao xong, ban nhap Finish dé hoan

thanh, sau d6 khdéi dong lai may tinh bang cadch nhap vao nat Restar now.

Advanced | Automatic pdates I Femate
General Computer M ame | Hardware

', ‘Windows uzez the following infarmation ko identify your computer

i an the network.

Camputer degcription: ||

For example: "115 Production Server' or
“dccounting Server'.

Full computer name: v, Hunghy. com

Dromain: Hunaghdy. com

Ta rename this computer or join a domain, click Change.

Ok, | Cancel | Spply |

Hinh 5.14: Tao thanh cong Domain HungMy.com.
- Sau khi khéi dong lai, chung ta click chudt phai vao My computer =>

Propertites, chon Tab Computer Name thiy tén Domain 12 HungMy.com co

nghia la chung ta da tao thanh cong domain HungMy.com rOi.
5.3.3 CAU HINH DNS o o ‘ ‘
DNS la dich vu chuyén doi tén, no chuyén doi tén mot cach day du (gom tén

mdy va tén mién) thanh dia chi IP dé sir dung trén mang LAN , Internet....

SVTH: Nguyén Vian Hung — Bui Xuan My Trang 59



Tim hiéu vé Wireless LAN & Thiét ké mé hinh mang GVHD: Nguyén Tran Tuén Anh

Vd: www.hungmy.com véi www la tén mdy va hungmy.com la tén mién.
- Vao Start => Progam => Administrative tools => Chon DNS.
- Click chudt phai vao Reverse Lookup Zones chon New Zone.
- Cura sO Welcome to the New Zone Wizard xuat hién, ta chon Next dé tiép tuc
cai dat .

MNew Zone Wizard x|

Zone Type Q
The DMS server supports warious bypes of zones and storage. .

Select the bype of zone you want to create:

&+ pr :

Creates a |:|:||::|y of a zone that can be updated directly on this server,

" Secondary zone

Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides Fault tolerance,

™ Stub zane

Creates a copy of a zone containing only Mame Server (MS), Stark of Authority
(5004), and possibly glue Host (&) records, & server conkaining a stub zone is nok
authoritative For thak zone,

I¥ store the zone in Active Directory (available only if DMNS server is a domain controller)

< Back I ek = I Cancel | Help |
i

Hinh 5.15: Zone Type.
- Chon Primary zone va nhap Next dé tiép tuc.

New Zone Wizard =l
Active Directory Zone Replication Scope Q
Yo can select how ywou want DRS data replicated throughout vour network, ‘

Select how vou wank zone data replicated:

" To all DMS servers in th%ctive Directory Forest Hunghy . com

" To all NS servers in the Ackive Direckary domain Hungy. com

* To al domain contrallers in the Active Directory domain HungMy .comé

Choose this option if the zone should be loaded by Windows 2000 DMNS servers
running on the domain contraollers in the same domain.

€ Tiz all domain controllers specified in the scope of the following application directars:

patkition:
=

< Back I Mext = I Cancel | Help |

Hinh 5.16 : Active Directory Zone Replication Scope.
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- Tai cira s6 Active Directory Zone Replication Scope ta chon To all domain

controllers in the active directory domain HungMy.com.

New Zone Wizard x|

Reverse Lookup Zone Mame Q
& reverse lookup zone translates IP addresses into DMS names, ‘

To identify the reverse lookup zone, kype the netwark I0 or the name of the zone.
& mebwaork I0:
192 168 10

The netwark ID is the portion of the IP addresses that belongs to this zone, Enter the
network ID in its normal (not reversed) order.

If wou use a zero in the network ID, it will appear in the zone name. For example,
netwiork ID 10 would create zone 10.in-addr, arpa, and netwark ID 10,0 would create
zone 0.10.in-addr. arpa.

"~ Reverse lookup zone name:
10,168, 192.in-addr. arpa

For mare information on creating a reverse lookup zone, click Help.

< Back I Mexk = I Zancel | Help |

bl
Hinh 5.17: Reverse Lookup Zone Name.

- Trong cira s6 Reverse Lookup Zone Name, mang ta dang sir dung 1a 192.168.10
nén chung ta dién vao 6 Network ID 13 192.168.10.
x

Dynamic Update g
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic ‘
updates,

[rymamic updates enable DMS client computers ba reqgisker and dynamically update their
resource records with a DS server whenever changes occur,

Select the bype of dvnamic updates vou want to allow:

™ Allow only secure dynamic updates (recommended for Active Direckory)
This option is available only for Active Direckory-integrated zones.

o @llow both nonsecure and secure dvnamic updates!
[rynamic updates of resource records are accepked From any client,

ri\'; This opkion is a significant security wulnerahility because updates can be
accepted From unkrusted sources,

" Do not allow dynamic updates
Crymamic updates of resource records are nok accepted by this zone, ¥ou must update

these records manually.
< Back I Mext:bi I Cancel | Help |

q Hinh 5.18: Dynamic Update.
- Trong cua s6 Dynamic Update chon Allow both nonsecure and secure

dynamic update rdi chon Next.
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- Tiép theo chon Finish dé két thuc cai dat Reverse Zone.
Name Server 1a www.HungMy.com nhung con thicu POINTER chi dinh vé

www.HungMy.com cho Host Server nén ta phai tao thém POINTER cho Server.
- Click chudt phai vao “192.168.10.x Subnet” trong phan “Reverse Lookup

Zone” => chon New Pointer(PTR)...

Mew Resource Record

Painter (PTR |

Hast IR number:

|192 A88 10 A

Eully qualified domain name (FQDM):

21|

3

| 1.10,168.192.in-addr, arpa

Hosk name:

I wi, Hungy com

[~ allgw any authenticated user ko update all DMS records with the same
name. This setting applies onlv to DMS records For a new name,

Ok | Cancel |

Hinh 5.19: PTR.
-bién dia chi cua server 1la 192.168.10.1 vao “Host IP number”, tai Host

name ta nhin nut Browse... chon WWW(tén may www) Forward Lookup

Zones = HungMy.com => chon www => OK => OK.

Lt

Window  Help

File  Acktion  Wiew

=101 x|

JSETES

E| (1 Forward Lookup Zones | /=
' -- _msdcs, Hungfty . com

H -- Hurghy . com

B0 Reverse Lookup Zones

----- (2] 192.168.10.% Subnet

1]

Pointer (PTR)

i, Hungry com

o, DRS 192,168, 10.x Subnet 3 record(s)
= B WA ) Mame I Tvpe I Daka
E"@"EB':N\EEEI':;E (same as parent folder) Skart af Autharity (080 [1], v hungry com.
= {same as parent folder) Mame Server (M3} v, Bungmy .com.
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Hinh 5.20: Két qud cdu hinh DNS

WINDOWS' system32s,cmd.exe - nslookup

Microsoft Windows [Wersion 5.2.37701
(C> Copyright 1985-2803 Microsoft Corp.

C:~Documents and Settings“Administrator>nslookup
Default Server: www. hungmy.com
Address: 192.168.18.1

> hungmy.com
Server: wuw. hungmy.com
Address: 192.168.18.1

hungmy.com
192.168.18.1

> 192 .168.18.1
Server: wuw. hungmy.com
Address: 192.168.18.1

MName = wuw . hungmy._.com
Address: 192.168.108.1

>

o Hinh 5.21: Kiém tra bang lénh nslookup. i ‘
- B¢ kiém tra xem POINTER da duoc tao hay chua ta vao DOS ki€ém tra bang 1¢énh

“nslookup”
5.3.4 CAU HINH DHCP:
DHCP la mot giao thirc cau hinh dong, dwoc thiét ké dé tap trung hoa cau hinh,

qudn 1y thong tin cau hinh TCP/IP bang cdch gan ti déng cdc dia chi IP cho cdc

may Client .

- Vao Start => Progam => Aministrator tools => DHCP.

- Click phai chuot vao Server chon New Scope.

- Cira so New Scope Wizard hién ra, ching ta chon Next dé tién hanh cau hinh.

New Scope Wizard

Scope Mame —
“Y'ou have to provide an identifying scope name. v'ou also have the option of

praviding a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope iz to be uzed on vour network.

Name: IDHCP

Degcription; I

< Back Mext > Catcel
L\;

Hinh 5.22: Scope name.
- Dat tén cho Scope trong 6 Name 1a DHCP.
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New Scope Wizard

IP Address Range e o
Y'ou define the scope address range by identifving a zet of consecutive 1P

addresses.

Enter the range of addreszes that the scope distibutes,

Start IP address: | 192188, 10 . 1

End IP address: 192 168 . 10 . 100

A zubnet magk defines how many bite of an [P address o uge for the network/subnet
D= and how many bits to use for the host 1D, 'ou can specify the subnet mask by
lenath or az an IF address.

Length: 24 =

Subnret mazk: I 280 28R 255 . 0

< Back I ﬂexté I Cancel |

Hinh 5.23 :IP Address Range.
- IP Address Range — khoang IP chung ta s& cap cho mang LAN, ¢ day chung ta

cap cho mang LAN tir 192.168.10.1 — 192.168.10.100, nhap Next.

New Scope Wizard

Add Excluzions e
Exclusions are addreszes or a range of addreszes that are not distributed by the

FEMVEL

Tupe the [P addressz range that pou want bo exclude. If vou want bo exclude a zingle
address, type an addrezs in Start IP addresz anly.

Start IP addrezs; EndIP address:
I | . . . . . . Add
Encluded address range:

192168101 ta 192 168.10.9 Remove

< Back | HEH§_| Cancel |

7 . Hinh 5.24: Add Exclusions. ’
- Trong ctra s6 ta dién khoang loai trr cap phat IP tor 192.168.10.1 dén

192.168.10.9 vao Start IP address va End IP address => Add, nhip Next.
- Trong ctra s6 Lease Duration ta nhap Next dé ti€p tuc.
- Trong ctra s6 Configure DHCP Option, ta nhap Next.
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New Scope Wizard

Router [Default G ateway] —
You can specify the routers, or default gateways, to be distributed by this zcope.

To add an IP address for a router used by clients, enter the address below.

|P address:
I | . . Add |
192168101 Bemayve |

Up

(0]

i

< Back | ﬂer:f> | Cancel |

‘ Hinh 5.25 : Router(Default Gateway).
- Ta dién Default Gateway 1a 192.168.10.1 vao 6 IP Address, nhap Next .

New Scope Wizard

Domain Name and DN5S Servers S
The Domain Mame Syster [DMS] maps and tranzlates domain names used by

clients an your netwark.

You can specify the parent domain pou want the client computers on your netwark to use for
DMS name resolution.

Parent domain:  {Hunghdp.com

To configure scope clients to uge DNS zervers on pour network., enter the P addreszes for thoze
TEMVErs.

Server name: IP address;

Hungkdy. com

£

Resalve | 192168101 Bemove

L

< Back | Heust > Cancel |

Hinh 5.26: Domain name and DNS Server.
- Ta dién vao Parent Domain va Servername la tén cta server “HungMy.com”. Tiép

theo nhép Resolve bén IP address sé hién ra dia chi DNS 1a 192.168.10.1 => Add,

r0i nhap Next.
- Ctra sO WINS Severs hi¢n ra ta nhap Next dé tiép tuc.
- Nhap Next va Finish dé két thac cai dat.
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o/

File  Action Wiew Help
&= | mmE| X R 2 B
2 DHCP | s, hungriry, com [192,168.10,1]
= v, humgrney cormn [1° ) o -

r e Display Skatistics, . i

--F_‘| Scope [192.168.1 ize the DHCP

i [F Server Options MNew Scope...
MNew Superscope, ..
Mew Multicast Scope usk be authorized in

- by before it can
Backup. .. ces, Authorization is
sl tion that ensures
Restare. .. Fed DHCP servers
ork.
Reconcile All Scopes. .. |-
& Authorize 2| DHCP server, on the
Authorize.

Define User Classes...
Define Yendar Classes... I I:takEFa FEWI: : ;I
Set Predefined Options. .. e

ol Tasks 3

Wi 3

Delete
Refresh

Properties

Help
Hinh 5.27: Chitng thyc Authorize
- Click chuét phai vao Server chon Authorize d¢ DHCP hoat dong.

RE=TET
File  Action Wiew Help
& » |&fm] E
@ DHCP Address Leases
E...@ng.hungmy.mm [192.1658.10.1] Client IF Address I Mame
=123 Scope [192.168.10.0] DHCP
: 192.168.10.80 hu-5422f5.H M.
Address Pocl Q ratyEnt H
-i13] Address Leases
- {8l Reservations
@ Scope Options
L Server Options
4 [»] ] | 2

Hinh 5.28: Két qua DHCP trén Server

SVTH: Nguyén Vian Hung — Bui Xuan My Trang 66



Tim hiéu vé Wireless LAN & Thiét ké mé hinh mang GVHD: Nguyén Tran Tuén Anh

5.4 KET NOI CLIENT DEN SERVER:
Pau tién ta nhan dia chi IP tir dich vu DHCP cua Se}"ver.
- Vao Control Panel chon Network Connections, nhap phai chudt vao Local

Area Connection => Properties => Internet Protocol(TCP/IP) chon Properties.
Check vao Obtain an IP address automatically va Obtain DNS address
automatically.

Internet Protocol (TCP/IP) Properties @

General | Alternate Configuration
ou can get IP sethings assigned autoratically if your network supports

thiz capability. Otherwize, pou need to ask vour network, administrator for
the appropriate |P settings.

(%) Obtain an 1P address automatically
{1 Use the follawing |P address:

(%) Obtain DNS server address automatically

{7 Use the follawing DNS server addresses:

[ [1]:8 ][ Cancel ]

Hinh 5.29: Cdu hinh ip déng

- Vao Start => Run g6 cmd.
- GO Iénh ipconfig /release dé huy dia chi IP hién tai va go Iénh ipconfig /renew
dé nhan IP tir dich vu DHCP, sau d6 ta gd 1énh ipconfig
C:xIocuments and Settings“Administrator.HUNGHY >ipconf ig

d¢ kiém tra lai.

Windows IPF Conf iguration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix HungMy.com

IPF Addres=. . . . . 192 .168.18.88
Subnet Mask . . . . 255 255 2558
Default Gateway . 122 .168.16.1

C:xDocuments and Settings“Administrator.HUNGHY >

Hinh 5.30: Client ldy ip dong trén server cdp xuong
- Nhép phai chudt vao biéu tuong My Computer trén Desktop, chon Properties.
Ctra s6 System Properties xuat hién. Cira s6 nay chira cac thiét 1ap hé thong, ciing

nhu cic chirc ning quan 1y toan bo hé théng may tinh. Chon thé Computer Name.
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System Properties

sistenbiestine e tinlonens Hodstes = i bisndler
General | Computer Mame | Hardware | Advanced
.;_I Windows uzes the following information to identify your computer

on the network,

Cormputer description: |

For example: "'Kitchen Computer' or "Mary's

Computer'’.
Full computer name: mayl.
wiark group: WORKGROUP

To uze the Netwark |dentification ‘Wizard ta join a Matwark 1D
daomain and create a local uzer account, click Metwork

1D.

To rename thiz computer or join a domain, click Change.

s

@, Changes will take effect after pou restart this computer,

I ok H Catiel ] Spply

’ Hinh 5.31: System properties. )
- Nhap nut Change... , Sau d6 tai muc Member of, nhap chon Domain, ti€p theo

nhap HungMy.com, cudi cing nhip OK.
- Ctra sO0 Computer Name Changes xuat hi¢n. Tai muc Username nhép

Administrator, nhap password cta tai khodn Administrator di dang ky dé tao

Domain ), sau d6 nhip OK dé diang
Computer Name Changes
o \L\“

4]

nhap.

Enter the name and password of an account with permission
ko join the domain.

User name: | ¥7 Administrator w |

Password: | sennes |

[ [8]4 ][ Cancel ]

Hinh 5.32: Gia nhdp Domain. o
- Sau khi dang nhap thanh cong, h¢ thong s€ thong bao vai ban 1a da két ndi vao

Domain thanh céng. Nhap OK dé tiép tuc, va nhap OK lan nita dé khoi dong lai

may tinh.
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Computer Name Changes f'5_<|

| J You must reskart this computer For the changes to kake effect,

Hinh 5.30: Restart lai mdy tinh dé gia nhdp Domain
- Dang nhdp vao Domain, Nhap Username va Password, ti€p theo nhap vao muc

Log On to va chon HUNGMY, sau do nhip OK dé dang
Log On to Windows

I

nhap.

Copyright € 1985-2001 . bzt

Microsoft Corporation

User narne: | Adrainistrator |
Password: | |
Log an ko |HUNGM'1" s |

[JLog on using dial-up connection

[ K, ] [ Cancel ] [ihut Du:uwn...] [thiu:uns = ]

Hinh 5.33: Gia nhdp Domain thanh cong
5.5 GROUP POLICY (CHINH SACH NHOM):
Cic chinh sach cin lam:
> Cho phép tai khoan ngudi ding trong phong Ké Toan st dung cac tng dung

office nhu: Word, Exel, Internet Explore...
» Cac nguoi dung thuoc phong K& Toan khong duoc truy cdp vao cong cu

Control Panel, bo chirc nang Run ¢ Start menu.
» Tat chirc nang Task Manager cia nhitng nguoi dung thuéc nhom K¢ Toan.
Vao Start => Program => Administrator tools => Active Directory users and

Computer.

5.5.1 TAO USER
Cac nhan vién trong cong ty s& duoc tao 1 user dé vao hé thong may tinh

trong cong ty theo cach sau: 14y 2 ki tir ddu cua Ho va Tén Lot + tén nhén vién.
Vd : nhan vién Nguyén Vin Hung s& c6 user 1a nvhung,

- Click chuot phai vao Domain HungMy.com => New => User.
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Initials: I

Firzt name: INgu_l,Jen W an
Last narne; IHung
Full name: INgu_l,Jen “an Hung

Uszer logon name:

Invhung I@HungMy.cnm j
Uzer logon name [pre-windows 2000]:
|HLINI3MY\ Invhung

< Back I Mest » I

Caricel

Hinh 5.34: Tao User.

- Ctra s6 New Object-User hién ra, ta dién ddy du thong tin cta nhan vién vao. O

day ta tao user cua nhan vién Nguyeén Van Hung cta phong Ké Toan nén ta dién ho

tén cia Nguyén Van Hung vao First name va Last name, tao user la nvhung.

Chon Next.

New Object - User

g %Ereate in:  HungMy.com/U zers

Password: quu

LConfirm password: Iouou

v iUser st change pazaword at hext logore

[~ Uger cannot change password
™ Password never expires

™ Account is disabled

< Back I Mext > I Cancel

Hinh 5.35 : Password User.

- Trong cua s6 nay, ta dién Password vao va chon Option User must change

password at next logon dé user thay doi password khi lan dau tién dang nhap vao

may. Ta chon Next => Finish d¢ két thuc qua trinh tao User.

- Giong nhu trén, ta tao cac user cua cac nhan vién trong cong ty nhu: phong Gidm

Déc, phong IT, va phong Ké Toan.
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5.5.2. TAO GROUP
Trong cong ty c¢6 3 phong ban nén ta tao 3 Group dé quan 1y va chia sé tai

nguyén .
Cac Group goém : GiamDoc, KeToan, va IT.
- Click chu6t phai vao tén Domain HungMy.com => New => Group.

New Object - Group x|

ﬁ Createin:  Hunghly.com)

Group name:

I KeToan|

Group name (pre-windows 2000):

IKeTnan
Group scope | Group type
* Domain local {* Security
" @lobal ™ Distribution
£ Universal

Ok, I Cancel

Hinh 5.36 : Group.

- Ta tao mot Group véi tén 1a KeToan dé quan 1y va chia sé tai nguyén cac nhan
vién trong phong Ké toan. Sau dé click chudt phai vao Group KeToan =>
Properties => qua Tab Members => Add dé add cac user thudc nhan vién trong

group KeToan
Select Users, Contacts, Computers, or Groups

Select thiz object type:

IUselS, Groups. or Other objects Object Types. ..

Erom thiz location:

el b3
IHungMy.com Locations... |

Enter the object names to select [examples):

Mguven Yan Hung [nvhung®Hunghy. com Check Mames

Advanced... | [u]4 | Cancel |

A

Hinh 5.37: Add user vao Group.
- Viao Advanced => Find now dé tim kiém cac user da tao. O day ta Add user

Nguyén Vin Hung(nvhung) vao Group KeToan.
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- Gibng nhu vay ta tao cac Group cta cac phong ban Giam ddc , va IT va add céac

nhan vién ctia phong ban dé vao Group vira tao .

5.5.3. TAO OU
O day ta st dung Group Policy Object(GPO) dé trién khai cic chinh sach

cho cac nhom nguoi dung, ma GPO chi c6 thé apply 1én cac don vi quan Iy nhé nhat
12 OU nén ta phai di chuyén céac user vao OU dé quan 1y.
- Right Click vao tén Domain HungMy.com => New => Organization Unit.

New Object - Organizational Unikt il
Create in.  Hunghdy.com/

I ame:
IKe Toan

Ok I Cancel

Hinh 5.38: Tao OU.
- Tao mot OU tén 1a Ke Toan dé quan 1y cac user & group thudc phong Ké toan.
Ta ciing tao cac OU cua cac phong IT, Giam Déc.

- Click chu6t phai vao User nvhung => Move.

Move 2 x|

Move object into container:

=l @ Hunghdy
F-[Z1 Builtin
-2 Computers
(€] Domain Controllers
|:| ForeignS ecuntyPrincipals
=@
-2 Users

k. I Cancel
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Hinh 5.39: Di chuyén User vao OU.
- Chon Ke Toan => OK d¢ add user nvhung vao OU Ke Toan.
- Click chudt phai vao Group KeToan => Move

Move 2 x|

tove object into container:

=l @ Hunghdy
[~ Builtin
-2 Computers
@ Domain Contrallers
|:| ForeignS ecurntyPrincipals
E=REAR .2 Toan
-2 Users

(] I Cancel |

Hinh 5.40: Di chuyén Group vio OU.
- Chon Ke Toan => OK dé add group KeToan vao OU Ke Toan.

Tuong tu ta add cac user & group ciia phong Ké toan vao OU Ke Toan va add cac

user & group cua nhan vién phong nao vao OU phong do.

5.5.4. AP DUNG CAC CHINH SACH GROUP POLICY OBJECT (GPO)
> Apply chinh siach GP cho phép tai khoan ngudi diung trong phong Ké

Toan sir dung cac ing dung office nhu: Word, Exel, Internet Explore.....
- Click chudt phai tai OU Ke Toan => Properties.
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Ke Toan Properties e |

Generall M araged E_I,II COM+ Group Policy I

fa
g Current Group Policy Object Links for Ke Toan
M —

Group Policy Object Links | Mo Override | Dizabled |

Etfaro

Group Policy Objects higher in the ligt hawe the highest pricrity.
Thiz ligt obtained from; wisw.Hunghdy, com

New agd.. | Ea | Up
Optionz. . | Delete. . | Properties | [y
[ Elock Policy inheritance
Cloze | Canzel | Apply |

Hinh 5.41: Tao GPOI.
- Chon Tab Group Policy, chon new dé tao mot Group Policy Object(GPO) véi
tén 1a GPOL. Tiép theo chon Edit dé chinh sira chinh sach.
- Tai cira s6 Group Policy Object Editor ta vao User configuration =>
Administrative templates => System. Chon chinh sach Run only allow Windows

application.

Run only allowed Windows applications Prop 2x|

Setting I E xplain I

=4 Fun only allowed YWindows applications

" Mot Configured
& Enabled
" Disabled

List of allowed applications |{~

Supported on; At least Microsoft Windows 2000
Previous Setting | Mext Setting |

m Cancel | Apply
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Hinh 5.42: Chinh sach Run only allow Windows application.

- Ta chon Enable va chon Show.

Show Contents

Lizt of allowed applications oK.

Add It >
x| o

Enter the item to be added: '3

[WwINWORD.EXE Carel |

b i)

Bemove

Hinh 5.43: Add file chay ciia cdc phan mém cho phép.
- Tai cira s6 Show Contents, ta chon Add... nhap tén file chay cua chuong trinh
tmg dung. O day ta nhdp WINWORD.EXE(word), EXCEL.EXE(excel),
IEDW.EXE(Internet Explorer Browser)....
Chon xong ta nhin OK => OK =>0K.
> Cam nguoi dung thudc phong Ké Toan khong dwoc truy cip vao cong cu

Control Panel, b6 chirc ning Run ¢ Start menu
- Tatao mét GPO2 cho OU Ke Toan
- Ta vao duong dan User Configuration => Administrative Templates =>

Control Panel.
- Tai day ta chon chinh sach tén 1a Prohibit access to the Control Panel.

Prohibit access to the Control Panel Propert el

Setting | E plain I

@ Prohibit access to the Cantral Panel

" Mot Configured

" Dizabled

Supported on; At leazt Microzoft Windows 2000

Erevious Setting | Mext Setting |

Ok Cancel | Lpply |
La¥

Hinh 5.44: Chinh sach Prohibit access to the Control Panel.
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- Check vao Enable => OK.
- Ta tao mdt GPO3 cho OU Ke Toan

- Vao User Configuration => Administrative Templates => Start menu and

Taskbar.

- Chon chinh sach Remove Run menu from Start Menu.

Remove Run menu from Start Menu Prope

Setting | Explain I

=4 Remove Run menu from Start Menu

2]

" Mat Configured
= Enabled
" Disabled

Supported one At least Microsoft Windows 2000

Previouz Setting |

Mext Setting

DK‘E I Cancel | Apply |

Hinh 5.45: Chinh sach Remove Run menu from Start Menu.

- Chon Enable => OK.

> Tit chitc ning Task Manager ciia nhitng ngwoi dung thudc nhém KeToan
- Click chu¢t phai vao OU Kinh Toan ta tao médi 1 GPO vdi tén 1a GPO4.

Ke Toan Properties

Generall tanaged B_l,ll COt+ Group Policy |

s
Current Group Policy Object Links for Ke Toan
M —

el B

Group Paolicy Dbject Links

| Mo Override | Dizabled |

EFPO1
E POz
EP POz
-

Group Policy Objects higher in the lizt have the highest prionity.

Thig ligt obtained from; wisw, Hungkdw, com

New | agd. | Edit |
Options. .. | Delete... | Eroperties | [ |
[ Block Policy inheritance
Cloze I Canzel | Lpply |

Hinh 5.46: Tao GPO4

- Vao User configuration => Administrative Tempaltes => System =>

Ctrl+Alt+Del Options => chon Remove Task Manager
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Remove Task Manager Properties ed 4|

Setting I E=plain |

@ Fiemowe Tazk Manager

" Mot Configured
 Enabled
" Dizabled

Supported or; At least Microsoft Windows 2000

Brevious Setting | Mext Setting |

Ok, I Cancel | Lpply |

Hinh 5.47: Chinh sach Remove Task Manager
- Chon Enable == OK.

5.6. SHARE & NTES PERMISSION:

Quan ly viéc chia sé cac tai nguyén, cho phép User nao dwoc sw dung tai

nguyén nao trong cong ty
Yéu cu :

» Chia sé thu muc cha la thu muc Congty cho toan nguoi dung trén
mang c6 thé thdy va truy cap.

» Thu muc cua phong ban nao thi chi ¢6 nhitng nguoi dung ctia phong
ban d6 méi c6 quyén truy cap vao.

» Trong tung phong ban thi c6 ting thu muc twong ung cho tirng phong
ban d6. Tuong img v6i 1 thu muc thi chi ¢6 nguoi dung trong phong
ban d6 méi co thé truy cAp vao va cd toan quyén trén thu muc cla
minh. Ngoai ra cac phong ban khac c6 thé truy cip vao nhung chi c6

quyén doc ma thoi.
5.6.1. SHARE PERMISSION

- Click chudt phai vao thu muc Congty can Share chon Sharing and Security.
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Congty Prope 7| | [rm———— Congty x|
General Sharing | Securit_l,ll Ywieh Sharing Eustomizel Share Permizsions |
[ ou can share thiz folder with ather users on your Group or User names:
netwaork. To enable sharing for this folder, click Share this -
falder. ﬁ Everyone

¢~ Do not share thiz folder
—{* Share this folder

Share name: ICongty

Description: I add.. | Fiemove |
Usanliviz & Marimum alloed Permizzions for Everyone Aillow Deny
™ Allow thiz number of users: I _|::' Full Cantral | O

T ; issions f n Change a

o set permissions for uzers who Eoe |
access thiz folder over the network, e Fead O
click, Permissions.
To modify how people uze the content Dffline Setti
wibille offine. click Dffine Setings. —l— S -

oK | Cancel | Apply | Ok Cancel Apply

Hinh 5.48 : Share permission.
- Chon Permissions.. => Add => thém quyén Change cho everyone ( mic dinh
quyén everyone c6 quyén read ) dé nhimg user c6 quyén véi thu muc lam viée con

c6 thé ghi vao thu myc con .

5.6.2. NTFS PERMISSION
So dd phan quyén NTFS trén cic thu muc :

Thu muc Congty
Nguwoi dung
Everyone R
IT F

Thue muc | Ketoan |IT | Giam doc
Nguoi dung
Giam doc R R F
IT R F R
Ke toan F R R

F : Full controll (doc, viét, x0a,...).
R : Read (doc).
- Click chudt phai vao thu muc can phan quyén 1a Ke toan => chon Properties =>

chuyén qua Tab Security.
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New Folder Properties 2]

Generall Sharing  Security IWeb Sharingl Eustu:umizel

Group or uger names:

ﬁ Administrators [HUMGM Y dminiztrators)
€T CREATOR DwWNER

ﬂ MHguyen % an Hung [hvbung@Hungkdy. com)
€7 SrSTEM

€T Users [HUNGM\Users]

:

Bemove
Fermizzions far Mguyen Yan

Hung Allow Deny
Full Cantral O O =
 adify O O
Fead & Execute a
Lizt Folder Contents O
Read O
“Wwrite O O LI

For special permizzions or for advanced settings

click Advanced. ’ Advanced

L

Ok | Cancel | Apply |

Hinh 5.49: Security.

Add : thém 1 nguoi dung hoac mdt nhém ngudi dung.

Remove : x6a nguoi ding hodc nhom ngudi ra khoi danh sach phan quyén .

Permission for : thay d6i quyén han nguoi dung va nhém nguoi dung.

- O day ta chon Full Control cho nhém KeToan con nhém Giam Doc va nhém
IT thi chon Read, Read & Execute, List Folder Contents.

Khi thyc hién phan quyén cho mdt thu muc thi bi vin dé thu muc con s& ké
thira quyén cta thu muc cha. Cach dé g& bo quyén ké thira trén thu muc con nhu
sau:

- Click chudt phai vao thu muc can phan quyén 1 thuy muc Ke toan => Properties
=> chuyén qua tab Security => Advance. Trong cira s6 Advance Security Settings

chon tab Permission
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Advanced Security Settings for KinhDoanh 2l x|

Permizzions |.-'1'-.uditing| Owner | Effective Pemmissions |

To view more information about zpecial permizzions, select a permizzion entry, and then click Edit.

Permizsion entries;

T
A Evenons . Vo e Suibfidere il
Allow [T HOAMHADNT] Full Cantral C:hCarnghys, Thiz folder, subfalders. ..
Allow Adminiztratars [HOAM...  Full Cantrol C:h Thiz folder, subfalders. ..
Al SYSTEM Full Contral C:h This folder, subfolders...
Allaw CREATOR O'WMER Full Cantral C:h Subfolders and files only
Allow zers HOAMHADY...  Read & Execute C:h Thiz folder, subfalders. ..
Allow zers [HOAMHADN]. .. Special C:h Thiz folder and zubfal...
Add... Edit... Eemowve

[ Allowy inhertable permizzions fram the parent to propagate ta this object and all child objectz. Include
theze with entries explicitly defined here.

[ Replace permission enties on all child objects with ertries shown here that apply to child objects

Learn more about access control.

[%K I Cancel Spply

Hinh 5.50: Advance Security Settings.

- Tabo chon muc Allow inheritable permission from the parent....
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COTEE— x

Selecting thiz option means that the parent permizzion enties that apply to ;
P child objects will no longer be applied to this object. ck Edit.
</

-To copy the permizzion entriez that were previouzly applied from the
parent to this object, click Copy.
-To remove the permizzion entries that were previouzly applied from the

parent and keep only those permizsions explicity defined here, click r. subfalders. .

Remave. 1. subfolders...

-To cancel thiz action, click Cancel. r. subfolders...

1. subfolders...

Copy | Cancel | g and files anly

1, zubfolders. .

I — e L TP — — rrrerererel ahid subfal...

agd.. | Edt. || Bemoe |

Allow inheritable permizsions from the parent to propagate to thiz object and all child objects. Include
these with entriez explicitly defined here.

[ Feplace permission entries on &l child objects with entriez shown here that apply to child objscts

Learn mare about access control.

Ok | Cancel Apply

Hinh 5.51: Hop thoai Security.
- Luc nay hién ra hop thoai Security véi 3 tuy chon :
Copy : giit nguyén nhitng quyén di dugc ap dung trudc do trén thu
muc  cha.
Remove : x6a toan b quyén ké thira tir thu myc cha.
Cancel : Thoat.
- Ta chon Remove.
- Sau d6 ta chon user nvhung c6 quyén Full Controll v6i thuy muc Ke toan, nhém
Giam Doc va nhom IT c¢6 quyén Read.
Gidng nhu trén ta 1am cho tt ca cac thu muc dugc chia sé khac cong ty.
5.7. SYSTEM POLICY:
System Policy hay con goi la chinh sach hé thong. System Policy xudt hién
trén méi triecong WORKGROUP lan DOMAIN.

Trong méi triong WORKGROUP, chinh sdch hé thong xudt hién trong cong
cu Local Security Policy( chi ¢6 tac dung ngay trén chinh mdy User dang ngoi) .
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Trong méi truong DOMAIN, chinh sach hé thong xudt hién trén 2 céng cu Domain
Security Policy va Domain Controller Security Policy: tic dung trén cdc doi twong
trong Domain , group,.. va chi can cdu hinh trén mdy Domain Controllers.

Cac chinh sach (cAu hinh trén may Domain) :

> Dinh thoi gian thay d6i mat khau ctia mot tai khoan ngudi dung 1a 7 ngay.

> Khong yéu cau password phtc tap.

> Néu mot tai khoan dang nhap sai mat khéu qua 3 lan thi bi khoa tai khoan
30 phat.
Khéng yéu cau bam t6 hop phim Ctrl+Alt+Del khi logon hé théng.

Khéng hién thi tén ngudi dung logon trude do.

vV VYV V

Cho phép ngudi ding duoc thay d6i gio ciia hé théng may.
> Cho phép ngudi ding Shutdown hé thong.
- Vao Start =>Program =>Administrator tools => Domain Security policy .
Tai cira s6 Default Domain Security Setting, nhéip chudt vao dau cOng tai Account
Policies => Password Policy.
> D¢ dinh thoi gian thay d6i mat khidu ngudi dung
- Ta vao muc Maximum password age.

Maximum password age Properties 2|

Security Policy Setting |

CA- 4 Mavimum pazsword age

=5

v Define this policy setting

Pazaword will expire in:

Iﬂ _lj days

EI[QA I Cancel | Apply |

ha

Hinh 5.52: Chinh sach Maximum password age.
- Tai 6 Password will expire in , ta g& s6 7 nghia 12 7 ngay d6i mat khau 1 lan.
> Chinh sich khong yéu ciu password cé dd phic tap.

- Ta vao muc Password must meet complexity requiments.
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Password must meet complexity requireme 2|
Security Paolicy Setting I
gg FPaszword must meet complexity requirements
v Diefine this policy setting:
" Enabled
e
I\I;IK Cancel | Apply |
Ly

Hinh 5.53: Chinh sach Password must meet complexity requiments.

- Check vao muc Disable .

> Chinh sach néu tai khoan ding nhip sai 3 lin thi khéa tai khoan 30

phut.

- Vao Account lockout policy =>Account clockout threshold.

Account lockout threshold Properties

Securty Policy Setting |

- — 4 Account lockout threshold

iy

RN

v Diefing this policy setting
Account will lock out after:

k! =2 invalid logan attempts

x|

Ok,

Cancel Apply

I,
Lo

Hinh 5.54: Chinh sach Account clockout threshold.

- Nhap vao textbox gia tri 1a 3 dé chi dinh néu nhap sai password 3 1an thi account

s€ bi khoa.

- Tiép theo, vao Account lockout duration.
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Account lockout duration Properties 2 x]

Security Policy Setting |

4 4 Account lockout duration

=

¥ Deline this policy setting

Account iz locked out far:

a0 o minutes

rI\:IK Cancel | Aaply |

bags

Hinh 5.55: Account lockout duration.
- Nhap vao gia tri 1a 30, c6 nghia 1a account sé& bi khoa 30 phut néu ban nhép sai 3
lan password => OK.
> Khong yéu ciu nhan Ctrl+Alt+Del khi logon hé thong.
- Ta chon Local Policy => Security Options chon Interactive logon: Do not
require CTRL+ALT+DEL.
Securty Policy Setting |

Eg Interactive logon: Do not require CTRL+ALT+DEL

=

¥ Diefine this policy setting:

" Dizabled

[QK I Cancel | Apply |

b
Hinh 5.56: Chinh sach Interactive logon: Do not require CTRL+ALT+DEL.

- Check Enable => OK.

> Chinh khéng cho hién thi tén ngudi dung logon truée do:

- Tavao muyc Interactive logon: Do not display last user name.
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Interactive logon: Do not display last user

2=

Security Policy Setting I

gg Interactive logon: Do not display lazt uzer name
B

¥ Diefine this policy setting:

" Dizabled

DKE I Cancel | Apply |

Hinh 5.57: Chinh sach Interactive logon: Do not display last user name.
- Chon Enable => OK.

- Vao Start => Program => Administrator tools =>Domain Controller Security
Policy. Tai cira sO Default Domain Controller Security Settings, nhap chudt vao
dau cong tai Local policies => User Right Assignment.

> Cho phép nguoi dung dwoe thay ddi gio' hé thong ciia may tinh :

- Ta tim chinh sach c6 tén 1a Change the system time.

Change the system time Properties

2

Security Policy Setting |

44 Change the system time
RSN

¥ Define theze policy settings:

Admiristrators
Server Operators

T id seror Group.. | Demove |

Ok, I Cancel | Apply |

Hinh 5.58: Chinh sach Change the system time.
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- Vao Add user or Group => chon Browse... dé chon user hay group add vao.

Select Users, Computers, or Groups ed |

Select thiz object tupe:

ILlsers, Groups, or Buil-in security principals Object Topes...

Erarn thiz location;

IHungM_l,l.u:u:um Locations. .

Enter the abject names to select [examples]:

Check Mamesz

17|
Advanced. .. | k. | Cancel

R

4

Hinh 5.59: Add User, Group vao.

- Ta chon nhém IT ¢6 quyén thay do6i gio hé théng cia may Domain Controller.

> Cho phép nguoi dung shutdown hé théng :
- Ta tim chinh sach c6 tén 1a Shut down the system.

- Vao Add user or Group => chon Browse... dé chon user hay group add vao.

select Users, Computers, or Groups 7| x|

Select thiz object type:

ILlsers, Groupz, or Built-in securnity principals Object Types...

Erarn thiz lacation:

IH unghdy. com Locations...

Enter the object names to zelect [examples]:
1T ; Giarm Do LCheck Mames

Advanced... | ] I Caricel

i

A
Hinh 5.60: Add User, Group vao.
- Ta chon nhém IT va nhém Gidm doc co6 thé tat hé thong Domain.
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5.8. ANH XA O PIA:

5.8.1. TREN SERVER:
- Tao thu muc Ké Toan.

File Edit ‘iew Favorites Tools  Help
(JBack - | - ;i | 4~ Search Folders | [ X ) | -
Address [<e O
Mame = | Size | Type | Date Modified | Attribut
|[C)Documents and Settings File Folder 3f28l2006 11:21 PM
| Inetpub File Folder 3f28/2006 11:31 PM
|[ZAProgram Files File Folder 3/28/2006 11:26 PM R
L WINDOWS File Falder &/13/2010 12:51 PM
|Zywmpub File Folder 3f28/2006 11:16 PM
File Folder &(13/2010 10:55 FM

Hinh 5.61: Tao thuw muc Ké Todn.

- Click chudt phai vao thu myuc Ke Toan => Properties => chuyén qua tab

SVTH: Nguyén Vin Hung — Bui Xuan My

Sharing => chon share this folder. Trong cira sO Advance Security
Settings chon tab Permission.

e Toan Properties

General  Sharing | Securit_l,ll ‘Web Sharingl Eustomizel

21|

— Yiou can share this folder with other users an wour
network. Toenable sharing faor this folder, click Share thiz
folder.

" Do not share this folder

Share name: IKE Toan

Description: I

L zer limit; & Mawimumn allowed

 Allow this number of users; I _Ij
Pemizzions. . |

Offline Settings... |

To zet permizzions for uzers who
access this folder over the network,
click Permizzions.

To modify how people use the content
while offline, click Offline Settings.

o]

Hinh 5.62: Share thu muc Ké Todn.
Chon Permissions... => Trong tab Share Permissions chon Add => nhép
vao user hoac group Ké Toan.

Cancel | Apply |
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Select Users, Computers, or Groups

Select thiz object type:

IUsers, Groupsz, or Buil-in zecurity principals Object Types...

From thiz location:

IHungM_l,l.cum Locations...

Enter the object names to zelect [examplez]:
Mauyen Yan Huna [rvhung@H ungkdy, com]] LCheck Mames

iit,

BAdvanced... | Q. | Cancel |

Hinh 5.63: Add user nvhung

- Check cho user nvhung trong phong ban Ké Toan Full Control quyén.

Permissions for Ke Toan 2 x|

Share Permissions |

Group or user names:

ﬁ Everyone

ﬂ Maguyen Wan Hung [nvhung@Hunghdy, com|

Add.. | Bemove |

Permizzions for Mauyen Yan

Hung Allos Deny
Full Control | |
Change |
Read O

] I Cancel | Apply |

) Hinh 5.64: Check Full quyén.
- Tiép tuc chon tab Security => chon Add (Share c6 Security).

Select this object wpe:

IUsers, Groupsz, or Built-in zecunty principals Object Types...

From this location:

IHungMy.cum Locationz. .

Enter the object names to zelect [examples);
Mauven Van Hung [rvbungE@HunghM v com) Check Mames

ik,

Advanced.. | 0k | Cancel

Hinh 5.65: Add user nvhung vao
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- Check cho user nvhung trong phong ban K& Toan Full Control quyén.

Generall Sharing  Securty |Web Sharingl Eustomizel

Group or uger names:
ﬁ Administrators [HUNGR Y\ Administrators)
€7 CREATOR OWMER
ﬂ MHguyen Wan Hung [nvhung@Hunghy, com)
€5 SvSTEM
€7 Users [HUNGMY S sers)

Add.. | Remove |

Permizzions for Mguyen Yan

Hung Allows Deny
Full Cantraol il o =
Modify O
Fiead & Erecute |
Lizt Folder Contentz O
Read |
afrike O ;I

For zpecial permizsionz or for advanced zettings, A |
click Advanced. =

0K I Cancel | Apply |

Hinh 5.66: Check Full quyén.
- Vao Start => Program => Administrator tools => Active Directory users
and Computer.
- Click chudt phai tai OU Ke Toan => Properties.

Generall tanaged B_I.JI COmM+ Group Palicy |

fa
Current Group Palicy Object Links for Ke Toan
S—

Group Palicy Object Link s | Mo Owverride | Dizabled |
GPO1
GPO2
GPO3
GPO4

4k #a o dia KeToan

Group Policy Objects higher in the list have the highest priority.
Thig hzt obtained from: v Hungbdy. com

Mew: agd.. | Edt | up |

Options... | Delete... | Properties | [ awn |

[™ Black Palicy inheritance

Cloze I LCanzel | Apply |
Hinh 5.67: Tao GPO vdéi tén Anh xa é dia KeToan.
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- Chon Tab Group Policy, chon new dé tao mot Group Policy Object(GPO) véi
tén 12 Anh xa 6 dia KeToan. Tiép theo chon Edit dé chinh sira chinh sach.
- Tai ctra s6 Group Policy Object Editor ta vao User configuration =>

Windows Settings => Scripts(Logon/Logoff). Chon chinh sach Logon.

Scripts |

Logon Scripts for Anh xa o dia kel oan

Mame | Farameters |

" Edit... |
Eemave |

Ta view the script files stored in this Group Paolicy Object, press
the Buttan below.

Show Files. .. |

Ok | Cancel | Apply

Hinh 5.68: Logon

- Chon Show Files...
Wiew »
Arrange Icons By »
Refresh

Customize This Folder. ..

Paste
Paste Shortout
Undo Rename Chrl+2
|_) Folder
Properties @ Shorbeut
a Briefcase
=] Texk Docurment
| Compressed (zipped) Folder
[W]l=3 LU vIGwy | avunLss Az LIS

W Back = C3 - T

- Search Folders | & G X E) | =

fddress |IC7) \iHungMy canml Sysvol\HungMy . com'Palicies) {44 32EF 7E-0631 -4525-5366-A56585E0 1 96D} User| ScriptsiLo

| Size | Type I Date Modified I Attribukes I
1 KB ‘Windows Batch File B/14/2010 12:13 AM A
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Hinh 5.69: Tao file text voi duoi .bat

RI=E

File Edit Formak Yiew Help
et use T: “M4W192.168.10.1%Ke Toan Suser:nwhuhg 123 ﬂ

K AW
Hinh 5.70: Tao file KeToan.bat

- Click vao Add dé Add file KeToan.bat vira tao.

21|

Scripts |

Logon Scripts for Anh ka o dia KeToan

MHame | Parameters |

Edit..

Femove

[ s

To wiew the zcript files stored in this Group Policy Object, press
the: buttan below.

Show Filez... |

oK | Cancel Apply

- Chon Browse dén file KeToan.bat vira tao.

Script M ame;

IKE!T nan.bat

Script Parameters;

k. Cancel

Hinh 5.71: Add file KeToan.bat
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- Chon Ok => Ok => Close.
- Vao Start => Run.

Ran 2| x|

= Type the name of a program, Folder, document, or
5 Internet resource, and YWindows will open it Faor you,

)8 ake (force vI

=

Ik I Zancel | Browse, ., |

Hinh 5.72: update policy
- Chon Ok d¢ hoan tét.

5.8.2. TREN CLIENT:
- Ta Logon user nvhung thudc phong ban Ké Toan thi s¢ thay 6 dia T vira tao

anh xa.

¥ My Computer

File Edit “iew Favorites Tools  Help

eBack - \_/l l.ﬁ pSearch [{ Folders --

d [y Computer

Hard Disk Drives
System Tasks

Wiew syskem information @ Local Disk (1)

\'Q #dd or remove prograns

[}» Change a setking
Devices with Removable Storage

Other Places E
) 314 Floppy (A - _ DVDJCD-RMW Drive (D)
\Q My Metwork Places - I

My Documents
G» Contral Parel Metwork Drives

D KeToan on Wi (T

b

Details

M Conanmibar

Hinh 5.73: O dia T vira dnh xa.
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5.9. SHARE MAY IN DUNG CHUNG:

- Vao Start => Printers and Faxes hodc Strat => Control Panel chgn

Printer and Faxes.

@ terier u My Documents
Opera My Recent
_ * Documents

9] Emat :

Microsoft OFfice Cutlook li! My Pictures
e Snaglt 9 B My Music

- £ My Computer

Microsoft Dffice Visio 2003

Ii Microsoft Office Word 2003
G Windaws Media Player
d Adobe Reader 7.0

Hokepad
.

«  Ev-Shuttle

'E’:—II Microsoft Office PowerPoint 2003

AllPrograms > — il G *‘ g I EENG AY AN
forest / CD-ROMSW-008

!,l Printers and Faxes

File

Edit View Favorites Tools Help
- & @) ) fus) .
@ Back 5_ f 1? A Search & b Folders ==

Address |28 Printers and Faxes

v Addaprinter

7 Microsaft Office Document Snaglt 9
% E:‘nage Writer # : Open

Sek as Defaulk Prinker
Prinking Preferences. ..

Pause Prinking

Use Printer Offline

Create Shortout
Delete
Rename

Properties

Hinh 5.75: Chon mdy in dé Share.
- Click phai chuot vao may in => chon Share (Hinh 5.75)
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5ot Snaglt 9 Properties

_ Color Management ; _ Device Setlings }
General | Sharing Ports Advanced

 “ou can share this prnter with other users on your network. To
¥ enable sharing for this printer, click Share thiz printer. Windows
Fireweall iz already configured to allow the sharing of printers with
other computers on the network.

Do not share this printer
@) Share thiz printer

Share name: | May in Canon

Dirivers

If this printer is shared with users unning different versions of
Windows, you may want to install additional drivers, so that the
uzers do not have to find the print dinver when they connect to
the shared printer.

':“A.ddiuional Drivers... |

[ ok ][ cCencel |[ Appy |

Hinh 5.76: Dat tén may in.
- Trong menu Properties ciia may in, vao thé Sharing, nhan nuat hinh tron bén

canh dong Share this printer va dit tén cho may 1a May in Canon dé dé

nhén biét. Nhan OK khi hoan thanh. ‘
- Trén ting may tinh Client, ban thém may in nay bang cach vao Control

Panel => Printers and Faxes => nhan d{ip vao Add a printer => mot cira

sO xuat hién => chon Next.
Add Printer Wizard | |

Welcome to the Add Printer
Wizard

Thiz wizard helps vou install a printer or make printer
connections.

J If you have a Plug and Play printer that connects

\v thraugh a USE part [ar any other hot pluggable
port, such az [EEE 1334, infrared. and so on). you
do not need ta uze this wizard. Click Cancel to
close the wizard. and then plug the printer's cable
into wour computer of paint the printer toveard your
computer's infrared port, and turk the printer on.
“wfirdows will autamatically install the printer for pou.

To continue, click Mext.

[ et > l[ Cancel l

Hinh 5.77: Add may in cho cdac may client trong mang
- bénh dau vao A network printer or a printer attached to another

computer(May in qua mang) => Chon Next.
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Add Printer Wizard \ l

Local or Hetwork Printer 5
The wizard needs to know which type of printer to set up. \ﬁ?ﬂ'

Select the option that describes the printer you want to uze:

() Local prinker attached ba this computer

(@) & network, printer, or & printer attached to anather computer

- To set up a network. printer that iz not attached to a print server,

\y uze the "Local printer' option,

| ¢ Back “ Mewut » J| Cancel |

Hinh 5.78: Chcek vao muc may in qua mang.
- Chon Connect to this printer va gd vao duong dan dén may in theo cau trac

nhan Next dé hoan tit.

Add Printer Wizard | [

Specify a Printer Y
If you don't know the name or address of the prinker, vou can search for a printer &‘-
that meets your needs. iy

What prinker do you want ta connect ta?

() Browse far a prinker

(@ Connect bo this printer [or bo browse for a printer, select this option and click Next]:

Nare: |

Example: \hserverhprinter

() Cannect ta a printer on the Internet or on a home ar office netwark:

URL:

Exarmple: hitp: /fserverprinkers/myprinters. printer

| ¢ Back H Mewt » J| Cancel

Hinh 5.79: Nhdp tén Share may in vao
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5.10. THIET KE MANG & GIAI PHAP BAO MAT CHO MANG
WIRELESS:

Ghi chu
[

- Switch

%

l;\/f* Access Point

Viing phi song

Hinh 5.80: M6 hinh logic cua mang Wireless

Trong khi cdu hinh cac thiét bi khong day can chu ¥:
a/ Cu hinh router khong diy

Hay sir dung mot cap mang di kém voi router khong day, ban can tam két ndi ‘may
tinh cua minh t61 mot trong nhiing cong con tréng cua router khong day (bat cr
cong nao ma khong c6 nhan Internet, WAN, hoac WLAN). Ban hdy bat may cua
minh, PC cua ban s€ tu dong két ndi vao router.

Mo IE va go dia chi IP dé cAu hinh router, c6 thé s& phai gd mat khau. Tén mat khau
va dia chi sé rat khac nhau, phu thudc vao router ma ban mua, ban can xem huoéng
dan trong tai liéu di kém. Bang dudi day 1a mot cAu hinh cac dia chi, tén mat khau
thuong duoc sir dung méc dinh cua hang san XUuét.
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Router Address Username Password
3Com http://192.168.1.1 admin admin
Linksys http://192.168.1.1 admin admin
Netgear http://192.168.0.1 admin password

IE s& hién thi trang cAu hinh router cta ban. Hau hét cac cdu hinh mic dinh déu tét,
tuy nhién ban can chu y:

- Tén mang khong day, thwong goi la SSID: Cai tén nay xac dinh mang cua
ban. Do d6, can phai dit tén khac va khong gidng nhu cai tén ma hang x6m
cua ban dang su dung.

- Ma héa khong day WEP, va bao v¢ truy cap khong day (WPA): s gitp
mang khong day cua ban bao mat hon. Hau hét cac router, ban can cung cip vi
ki tu dé router ctia ban tu sinh cdc khoa. Ban hay gb cac ki tu nay duy nhat
dirng 13p lai ( ban ciing khong can phai nhd cac ki ty nay). Sau d6 ban hiy ghi
lai cac khoa ma router tu sinh.

- Mat khau quén tri, chia khéa ciu hinh mang khong day: Ciing giong nhu
cic mat khau khac, mat khau cho router khong thé 1a mét tir nao d6 trong tur
dién, no can phai 1a su két hop cac ki t, s6, biéu twong. nhung ciing rat quan
trong 1a ban phai nhé chung, boi ban s& phai gd mat khau khi dang nhap dé
cAu hinh lai router.

- Céc bude ciu ‘hinh c6 thé rat khac gitra cac router, nhung bao gid trong mdi
1an thiét 14p cAu hinh ciing 13 ¢6 cac muc nhu: Save Settings, Apply, va OK
dé luu lai cac thay d01 ctia ban. Bay gid, ban c6 thé tat két ndi mang tir may
ban dang dung dé ciu hinh.

b/ Cau hinh AccessPoint & ISA server dé cAp quyén truy cip internet va tai
nguyén ndi by cho nhén vién.

* Cau hinh DHCP cta AP: Dung may 1 truy cdp web cau hinh RouterWireless
(http://192.168.1.1)
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LINKSYS®

A Division of Cis:o Sysiems, Inc.

Firmvrare Wersion: v0.93.3
YWireless-HN Broadband Router WRT3({

. - . - Access Applications
! "
Stu r_'j Setup | Wireless Security estrictions Gaming

Bi ] DOME [T ne

Administration Sta

Internet Setup

Static 1P

Internet
Cannection type

Internet IP Address: |192 | |16EI | |1E| | |2|:|

|
Subnet Mask: 255 | 255 | |z55 o |
Default Gateway: |192 | |1E.a | |1E| | |1 |
DNS 1: 19z | (168 |10 |1 |
ONS 2 (Optional): [0 |0 ][0 @ |
DNS 3 (optional): [0 o [0 [0 |

Hinh 5.81: Cau hinh IP.

- Lan: IP address: 192.168.10.20, s.mask: 255.255.255.0,
d.gateway: 192.168.10.1
- DHCP: start IP: 192.168.2.11 —end IP: 192.168.2.100

Optional Settings Host Name: | |
{required by same
internet service

providers ) MTU: I:I Size: |1500
MNetwork Setup

Router IP

Domain Marme: | |

IP Address: |192 | |1E|EF | |2 | |11 |

Subnet Mask: |255-255.255.D v|

DHCP Server

Settings DHCP . DHCP
{*) Enabled O Disabled

Server; Reservation
Start IP Address: 192,168.2,
Maximum number
-SEI
of Users:

IP Address Range: 192.168.2, 100 - 149

Client Lease Time: EI minutes [0 means one day)
Hinh 5.82: Cdp DHCP cho mang trong.
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- Chu hinh Wireless trén RouterWireless:

LINKSYS®

A Division of Cis>o Systems, Inc. . .
Fimware ¥ersion: v0.93.3

Wireless-N Broadband Router WRT300
Access Applications
Restrictions Gaming
Basix Fetting=s ilter

Administration Status

WiI'EIESS Setup Wireless Security

Basic Wireless
Settings

Metwork Mode: |Mixed V|

Metwork Name (SSID): |[MMT |

Radio Band
Wide Channel:
Standard Channel:

SSID Broadcast: Enabled Disabled

Save Settings Cancel Changes

LINKSYS®

A S e Firmwrare Yersion: v0.93.3

Wireless-r Broadband Router WRT300N
Access Applications
Restrvictions # Gaming
W "

Wireless Setup | Wireless Security Administration  Status

Security Maode: |WEF‘ V|
Encryption: |4D;’64—E-it(1lil Hex digit: V|
Passphrase: | | Generate
Key1l: 1234567890 |

Key2: | |

Key3: | |

Key4: | |

T Key:

Hinh 5.84: chon kiéu chitng thuc la Web nhdp vao keyl
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* Thuc hién tai may 2: Log on Domain Administrator. Diéu chinh access rule
“HTTP outbound”, tab “From”: thém network “VPN Clients”

B Microsoll Internat Security and Acceleration Server 2006
Be ik gow Hop |
e+ AEBRALFXDO® + ©.3 |
150 Microsoft Internet Security and Accels

= g e
é Firewall Policy
- Virtual Private Networks (YPN) _i_'j Chick hiere bo learn about the Customer Experience Improvement Progran
[ Configuration
S Networks - -
Fi Al P
Ry Cache L’}".J-f.lr:lht'l.Ll.w:l!l.m.‘n'.\.
3 Add-ins
1] General
T Troubleshocting
1]4 VPN Cherts sccess () IRt P Cherits A Internal 0% AllUsers "
LHiL... Default nle G =T Rl Metweorks (.., <5 Al Met. .. Eiﬁllus.ers [ | 2
Capy
Export Selacted
Impert bo Selectsd... -
X x4 | Move Down | r

HTTP Outbound Properties 2l
Uzers I Schedule I Content Types
General I Action I Protocols From I To

Thiz rule appliez to traffic from theze sources:

=he Inkernal
oo L ocal Host
Edit... |
Bemowve |
E xceptions:

Add...
Edit...

Femowe

i

k. Cancel | Amply I
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HTTP Outbound Properties

Uzers I Scheduls

Content Tupes

General I Action I Protocols From I To

Thiz rule applies to traffic from theze sources:

=he Inkernal Add..
=he | ocal Host
_ 3 %PM Clients Edit... |
Bemove |
Exceptions:

Add
Edit...

Femaxe

I

Cancel | Apply I

B Microsoft Internet Security and Acceleration Server 2006 ‘_Injﬁl
File  Action Wiew Help
es HERILEXDO S ¢ ©B
{5 Micrasoft Internet Security and Accels
=g 1sa -
i Firewall Policy
._-S Firewall Policy
=3 Virtual Private Networks (VPN) i) Click here to learn about the Customer Experience Improvement Program.
[=1-% Configuration
< Nebwiorks m
A, Cache Fircwall Policy . : |
3 ddeins 0...+ | Heme | Action | Frotocate | From jListener | To | Condition |/ <
1] Generd = 7]3 WITROUbowd  (Qalow  LIHTIE L inkeral o External P All lsars
¥ Troubleshocting LAHTIRS  slLocal Host
4 VPN Cliants
LT]4 VPN Cheris access (g dbow  Lif Al Cuth... ) VPN CBents  Aalnternal B Al Users
[T]L... fout e ey L alTestfic 5 Albstworks (.. S ANt BalUsers F
| | | | |

* Thyuc hién tai may 3: Log on Administrator.
Gia 1ap laptop nhan vién:
bl. Ngit két ndi AP.
b2. Tao conection VPN két ndi server 192.168.10.1 (ISA)
b3. Két ndi AP.

SVTH: Nguyén Vian Hung — Bui Xuan My Trang 101




Tim hiéu vé Wireless LAN & Thiét ké mo hinh mang GVHD: Nguyén Tran Tuan Anh

b4. Két ndi VPN. Username: nvhung, password: 123
b5. Truy cdp dir liéu trén M1 (DC).
b6. Truy cap internet.

¢/ Cu hinh may Client két ndi vao mang Wireless :

Chaose a wiraless nebwork

Setwmork Tasks

& Rafrash rebeork ket

slick: s i iry Hhm ik bokows b correnct B el resbwecrk i range o ba oo mere
riformation.

3 S8 up o reniess bk
far & huoemet e sl office

Relabesd Tasks

Jir Lnam about wesles
fireorkireg

Changs e order of
S reinie

P Chavge svaiied
it

Hinh 5.85: Connect may Client vao mang Wireless.

- Sau khi Save Setting trong phan ciu hinh Wireless xong.

- May Client (c6 card mang wireless nhu Laptop, card mang USB...) chon muc
Refesh network list bén trai cira sd Wireless Network Connection

- Théy tén SSID ma minh dat dé phan biét hi¢n ra c6 thém biéu tuong 6 khoa. Chon
vao nhom s6 may minh va nhan Connect.

- Khi d6 xuét hién hop thoai yéu cau nhép key vao

Ta nhap 2 lan s6 key: 1234567890

o Choose & wirchess nebwork

Tk s s U L Dbl L R L ol i Pl % e B [ 0,
nformation.

Thet Ffvecr it pivpis & ftmer iy (9 Called ‘WP biry o WO ey &
restrecrk bty hesign. prervent; writressn mivciee s hom connecting o the retwerd.

, Hinh 5.86: Nhép Key dé Connect.
- Sau d6 nhan nit Connect

- Qua trinh két ndi thanh coéng va ta truy cap internet duoc bang Security = WEP
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Giai phap wireless cho cong ty dap wng dugc:
- Khong 1am anh hudng dén ha tang kién trac can phong

- Cung cap két ndi tam thoi voi mang cap co san: ngudi st dung mang wireless
c¢6 thé truy nhap thong tin thoi gian thyc tai bat ky noi nio trong phong ma

khong can quan tim dén chd cam card mang.
- Cai dat rat nhanh chong va dé dang hon nhiéu so v6i mang cap (wired).
- Gi4 ha hon so véi mang cap ma van dam bao tdc d6 va chat luong cudc truyén
- H6 trg kha ning mo rong mang mot cach nhanh chong va linh dong

Sb nguoi trong phong cung truy nhap dong thdi vao mang cap dé sir dung cac dich
vu duoc cung cip qua thiét bi Access Point 1én toi 2048 ngudi voi mdi ngudi 1a dai
dién cho mot thiét bi dau cudi. Piéu nay dic biét hitu ich trong truong hop mot
cudc hoi thao, cudc hop hay budi dao tao duoc to chuc tai day. Moi nguoi déu co
thé dong thoi truy nhap vao mang qua thiét bj Access Point voi cac may tinh dugc

cai Client Adapter phu hop.
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